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Important safety instructions

Thank you for purchasing the NetCommander environment
monitoring and control solution from CubeRoot. Please read the
following section carefully.

NetCommader has been designed and manufactured to meet

international safety standards. The following safety precautions, if
followed, will ensure the safe and reliable operation of the
equipment.

Read the operating instructions.

Ensure that all connections (mains adapter, serial, Ethernet, input
and outputs) are properly terminated.

Mains should not be connected to any part of this equipment

Switch off when making or changing the analogue input and output
connections.

Switch off when removing interface cards. Normal Anti-static
precautions are required.

Handle NetCommander carefully. Normal Anti-static precautions are
required.

Do not continue to operate the equipment if you are in any doubt
about it working normally, or if it is damaged in any way - withdraw
the mains adapter and consult your dealer.

Do not allow equipment to be exposed to rain or moisture.

Do not open NetCommander's case, this may result in damage to
the sensitive hardware. Also do not tamper with the mains adapter
as this may expose dangerous voltages.

Keep away from children, NetCommander is not a toy.

This product must not be used or specified to replace safety critical
systems such as fire alarms. It is also not intended for health
monitoring or in situations where life can be put at risk by incorrect
operation.
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1.0 NetCommander introduction

NetCommander is a web accessible network device for monitoring any equipment
status or environment alarm status in buildings, server and remote equipment
rooms. NetCommander detects threatening conditions such as fire, flood,
overheating or equipment failure before equipment is damaged or destroyed. A wide
range of sensors, such as temperature, PIR, water, smoke; devices such as camera's
and equipment, such as UPS, security and HVAC systems, can be incorporated to
provide a complete environment monitoring and control solution. It can also support
a number of feature options using its plug and play expansion interface technology.

The NetCommander software utilises a powerful web based graphical user interface
(GUI), which does away with the need for a PC based software element to the
product. The graphical interface is served by NetCommander to provide remote
encrypted access to the controller from any PC, from anywhere in the world. Users
can access real time data and system status via a web browser, or choose to receive
user defined alert messages via email and SMS mobile text, or on-screen alerts.

With its scalable design and support for multiple simultaneous users, NetCommander
provides the customer with the most complete web accessible standalone remote
control solution on the market today.
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2.0 NetCommander features

As standard NetCommander comes with a comprehensive list of features and an
exciting list of future feature options to keep NetCommander up to date.

2.1 State of the art technology

NetCommander is a versatile standalone remote control unit that utilises a compact
micro-controller. The Ethernet attached micro-controller hardware supports many IP
protocols as well as analogue, digital and switched 1/0. The flexible hardware
architecture supports a number of plug and play interfaces that can provide up to 16
inputs. It also allows ‘feature options' to be added to support GSM / GPRS
applications, Wireless LAN 802.11, industrial 1/0, mains control and connection to
sensors using structure wiring. Multiple NetCommanders can be used together for
those requiring a multi user or multi NetCommander solution.

2.2 Web based interface and core software

NetCommander combines a powerful web based GUI with highly flexible embedded
core software. The web based GUI is served from NetCommander to the users local
Java-enabled web browser. Java applets within the web page are executed to
provide real time live data and system status. Logon passwords are secured using
encryption preventing unauthorized access or interception.
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At the heart of the flexible core software is an advanced event scheduler. It allows
the user to manage the causes, the effects, the count of, and the states of up to 32
events and alarms from the various internal functions and external 1/0 devices. Logic
operations can be performed on all events, further enhancing the scheduler
flexibility. For important alarms, the user can choose to be alerted visually by an on
screen alert message, by email or Mobile SMS text. All alarms alerts and events can
be logged via the event logger, which time stamps and details each event log. A 365
day / time scheduler allows the user to trigger events, hourly, daily, weekly and
monthly for up to a year in advance.

2.3 Standard NetCommander features

The following are supported as standard on the NetCommander product range.
- Standalone web based controller - No PC host software required

Web based interface

Ethernet Attached Wired / Wireless LAN 802.11

GSM modem for mobile text alerts (Optional upgrade)

IP camera support

Integrated support for Axis IP cameras

Scaleable solution - Master / Slave NetCommander

Multiple simultaneous users

Encrypted user login security

Real time live status

Advanced event scheduler - use of compound logic

Remote terminal console sessions to attached serial devices

Analogue / Digital / Switched 1/0 Interchangeable expansion interfaces

- NetCommander 4:- 2 port DIN or Screw terminal - 4 inputs

NetCommander 8:- 4 port DIN or Screw terminal - 8 inputs, 4 switches, 4
outputs
NetCommander 16:- 8 port DIN or Screw terminal 16 inputs, 8 switches, 8
outputs
Structured wiring interface 16 inputs, 16 switches, 8 outputs

Cuberoot Itd. Part No. D602-001-002. NetCommander Copyrighta 2005



NetCommander User Manual Version 2.0

Date / time based scheduler for timed events

Supports SNMP v2 (Optional upgrade)

Serial device controller (Optional upgrade)

Visual screen alert / Email / SMS mobile Text alarm notifications
Camera image with screen alert and Email

Supports SNTP time services

Event logging

Periodic FTP log upload

Microsoft Excel compliant log format

Multiple serial ports, including telnet support for server communication.
Wide range of sensors and devices supported

Interface to existing UPS, HVAC systems, Security alarm functionality
Flash storage of configuration information

Firmware upgradable

Surface mount technology

Steel box construction for ruggedness and EMC protection on NetCommander 8
and 16.

UK based software/hardware design, support and repair

2.4 NetCommander sensors and devices

A wide range of sensors and devices can be interfaced to NetCommander providing
the possibility of unlimited functionality.

UPS / HVAC / security alarm monitoring
Mains switching

GSM modem

Messaging manager

IP Camera

Temperature sensors

Fridge light / temperature sensor

Relative humidity sensors

Light sensors

Dual tech / PIR intruder detectors

Smoke, Heat and Carbon Monoxide sensors
Liquid level sensors

Flow sensors (air, liquid)

Pressure sensors and switches

Acoustic sensors

Vibration sensors

Glass break

Water leak detectors

Condensation detectors

Pneumatic controllers

Door contacts

Switches (panic button, pressure mats etc.)
Servo motors, (water valves and window openers etc.)
Mains current sensors

10
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2.5 NetCommander Network Management System (NMS)

The NetCommander NMS software allows the centralised monitoring of 100's of
remote NetCommander's from one central management point. The PC based
software allows individual NetCommanders to be organised into named groups and
arranged in a hierarchical format. Alerts from individual NetCommanders can be
processed and acted upon centrally. Two additional features allow the remote backup
and restoration of individual NetCommander configurations.

2.6 Future feature options

The following list details the feature options that are currently under development or

consideration by CubeRoot. The flexible expansion interface allows many
possibilities, including bespoke solutions.

RFID Passive identification solutions- Applications requiring user
identification, NetCommander can support a totally passive technology that
utilises the Philips I.Code chip set. The unit can support read ranges up to 0.6 m.

Industrial 1/0- For those industrial monitoring and control applications,
NetCommander can support a wide range of interface specifications i.e. I°C, IrDA,
SDLC / HDLC, Async and SPI bus.

X.10 Mains lighting and appliance control- Wire free household lighting and
appliance control using mains signaling.

Bespoke NetCommander solutions - Talk to CubeRoot about your
development requirements.

11
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3.0 Getting started

Read the manual carefully, it is important that you follow the preparation and
installation instructions closely. This will allow you to get the best out of the
NetCommander product.

3.1 NetCommander Training and Support

Training and support for systems integrators and support organisations are available
from CubeRoot, please contact CubeRoot or your local distributor for further details.

3.2 Equipment checklist

Please make sure that the following components are in the box. If anything is
missing, please contact your dealer.

NetCommander hardware
240v/12v mains adapter
Selected sensors, cables and devices

You will also require,

The NetCommander serial cable (Order code X800-1012) terminated with 9 pin
'D type' connectors to configure NetCommander.

Microsoft Windows 98 or above with Microsoft Hyperterm or Terminal application.

For those who wish to use the e-mail based SMS mobile text functionality,
CubeRoot has arranged preferential email to SMS text rates for NetCommander
users with www.sms2email.com. E- mail sms2email quoting NetCommander to
open your account. Alternatively, NetCommander can connect directly to the
mobile text network using a GSM modem.

For systems integrators and support organisations the NetCommander Field Utility
(Order code A641-1011) is available for Firmware upgrades in the field. The kit
comprises the following,

NetCommander programming cable

CD-ROM containing field programming software

NetCommander field utility user manual

Disposable anti-static wrist strap

3.3 Preparing for use

1. Check that all the necessary components listed in the equipment checklist section
are present. NetCommander comes fully installed with all its software.

2. Ensure that your local PC has a suitable serial communication utility (Terminal,
Hyperterm) and supported versions of Java and either Netscape Communicator,
Microsoft Explorer or Mozilla Firefox installed. Microsoft Windows 98, 2000, XP,

12
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Red Hat Linux 9.0 are supported as long as they run the supported browsers and
have a suitable serial utility. See the technical specifications for version
requirements.

3. Connect NetCommander to the network using a standard UTP Cat 5E 10baseT
Ethernet cable. The point of network connection will depend on the configuration
of your LAN and how you want to use NetCommander (internal/VPN or external)

4. Connect the serial communication cable between NetCommander's serial port and
a spare serial port on the local PC, make a note of the PC serial port used (COM1,
COM2 etc.). If you are not using a PC, then note the device port.

5. Start the Terminal/Hyperterm utility and set the following communications
parameters.

Select COM 1 or COM 2 (Device port if non PC)
Data rate - 9600bps

Data bits - 8

Parity - none

Stop bits -1

Flow control - none

You are now ready to proceed with the NetCommander installation.

13
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4.0 Installation
The following section describes the installation and basic set up for NetCommander.

Before you start the configuration session please have the following network
parameters on hand.

A valid internal or external static IP address e.g. 172.16.100.12
A valid subnet mask e.g. 255.255.255.0

Network default gateway e.g. 172.16.100.2

SNTP time client IP address e.g. 172.16.100.22 (Optional)

FTP Server account username and password (Optional)

FTP Server IP address e.g. 172.16.100.25 (Optional)

4.1 NetCommander user and system defaults

On power up NetCommander loads the predefined user and system defaults. The
System defaults provide the conversion factors for the supported analogue, alarm
high and alarm low devices. The only user related defaults are for the logon
passwords, which are left blank i.e. no password.

4.2 Network

Depending on how you wish to connect NetCommander to your network, you will
have the option of using either valid or reserved / private network addresses. If you
choose a private address, then this address is only valid within your private network
and is not routed between real Internet sites, unless you intend to use VPN's across
the public Internet. This private address range is specified in RFC 1597. If you wish
to access NetCommander across the public Internet then you will require a valid IP
address. In this situation NetCommander would be placed in your network de-
militarized zone. You will need to contact your Internet Service Provider for a static
IP address.

4.3 Simple Network Time Protocol (SNTP) service

SNTP is a simplified version of the Network Time Protocol (NTP) specified in RFC
1305. It is used to synchronize the time of client and server computers across a
network and Internet. SNTP uses port 123. Typically firewalls are not configured to
allow SNTP protocol messages. This prevents you from contacting or receiving
messages from Internet timeservers. In order to use an Internet timeserver you will
need to configure your firewall to allow IP/UDP outbound packets to port 123 and
inbound IP/UDP packets from port 123. NetCommander can also be synchronised to
local network devices running the NTP protocol such as dedicated timeservers and
PC's running time server software. NetCommander supports British Summer Time
(BST) daylight saving.

Note: A full list public NTP (stratum 1/2) time servers is available at www.ntp.org

14
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4.4 File Transfer Protocol (FTP) Service

The File Transfer Protocol is described in RFC 959. As its name implies, FTP allows
local or remote client and server machines to share files and data using TCP's

reliable transport protocol. The user (or client) uses an internally assigned port
number to connect to server port number 21, designated for FTP control. The data to
be transferred passes from another self assigned port on the user data transfer

process to port 20 (designated FTP data) on the server data transfer process.

4.5 Initial NetCommander setup using a serial session

The following section details the basic installation of NetCommander. After

completing this section the user should have full access to NetCommander via its
web-based interface. This section assumes that the steps in the previous sections

have been completed successfully.

1. Connect the Mains adapter and insert the power jack plug into NetCommander.

2. In Terminal / Hyperterm press <RETURN=> within 5 seconds of powering up the
NetCommander to set up a serial configuration session between the PC and
NetCommander. The session is only available for 5 seconds after power-up. After
this time the port defaults to the standard serial functionality.

3. If successful NetCommander returns the ‘NetCommander-=>' command prompt to

the serial utility. If unsuccessful repeat steps 1&2.

i New Connection - HyperT erminal

File Edit “iew Call Tranzfer Help

MetCommander—3
Met Commander—d

Sof tware UErEan SEEz-881 -aabEL
Interface: 8

FMHC _addresss E 98 ==H cl 1b 23
IF Address:132. 168, 100,

Mask: 2E5, 255, 255, 8

Eﬁteway 192,168,108, 1

MetCommander—>

I

Connected 00:00:03 Auto detect 9500 B-N-1 [SCROLL

[CAPS  [NUM [Captue

4. The IP address, MASK and default GATEWAY parameters are mandatory. All the
parameters can be configured using the command line instruction set defined in

Section 4.5.1.
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5. To check the network connectivity to the default gateway and services such as
FTP, SNMP and SMTP a ping facility is provided within the serial configuration
session.

6. When all the required information has been added enter 'd" or 'detail’' to double
check what has been configured

7. When happy enter 'Quit or Exit' and press return to exit the NetCommander serial
configuration session.

Note: You can always re-enter the serial session and change your configuration by
power cycling NetCommander and pressing 'Enter’ within 5 seconds.

8. Remove the NetCommander serial utility cable

9. Power cycle NetCommander by removing the power jack plug, waiting 10
seconds and then re-inserting it.

10. After a short delay the user should observe the Ethernet link light on (the LED
is situated on the rear panel to the right hand side of the RJ45 socket). If this
does not occur check that the unit has power and the Ethernet cable is
terminated correctly. See fault finding section for further details.

11. Start browser and direct the browser to the following address
http://<NetCommander IP address>/

12. If the interface is not displayed refer to the fault finding section.

Note: When updating settings with the serial utility always power cycle
NetCommander. This will ensure that the new settings have been loaded into
memory.

4.5.1 Serial configuration Command Line instruction set

To Commit - Press 'RETURN" after any of the following commands

On Success all commands will display 'EXECUTED" after completion. To clear
individual parameters, enter the desired command instruction and leave the
parameter field blank.

IP<ip_address>

Description: - Sets the NetCommander IP address e.g. 1P192.168.100.131
<ip_address=is an IP address in the dotted format

MASK<mask=>

Description: - Sets the Network Mask

e.g. MASK255.255.255.0

<mask=>is a network mask in the dotted format

GATEWAY<ip_ address>

Description: - Sets the NetCommander gateway address
e.g. GATEWAY192.168.100.1

16
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<ip_address=is an IP address in the dotted format

NB. Always power cycle after changing the IP, Mask and Gateway addresses.

PING<ip_address>
Description: - Performs a ping operation to an IP address, returns time if successful
or Ping failed if not, e.g. PING192.168.100.123

<ip_address>is an IP address in the dotted format.

DETAIL (d)

Description: - Lists the current serial configuration information for this
NetCommander, the information includes the interface card type and software
version, and Hardware Mac address.

CLEAR
Description: - Clears all configuration information from flash memory.
NetCommander will return an acknowledgement if the clear is successful.

Important Note: Using clear will clear all system and user configuration information
in memory. Once cleared the configuration is unrecoverable. If '"CLEAR" is used it
must be followed by 'INIT" to reload all the system default settings and then
NetCommander should be power cycled.

INIT

Description: - Initialises the NetCommander system default settings
Note: CLEAR and INIT should only be used following a firmware upgrade.

NetCommander should then be power cycled so that the system default settings take
effect.

QUIT or EXIT

Description: - Terminates the interface.

17
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4.6 Setting up NetCommander's Web defaults

The following section details the setup procedure to be carried out via the
NetCommander web interface. This can be done from any supported platform e.g.
PC, UNIX/Linux etc. that can run a supported Internet browser.

Start browser and direct the browser to the IP address of NetCommander. If the
interface is not displayed refer to the fault-finding section.

http://<NetCommander IP Address>/

A number of slaves can be configured i.e. using the settings utility, this
NetCommander now becomes the master. Master NetCommander's can support up
to nine NetCommander slaves or other compatible IP devices i.e. IP cameras. To use
the master page functionality '/master’ should be appended to the URL of the device

as below. The master page lists the slave nodes on a separate side bar to the main
web page e.g. http://<NetCommander IP Address>/ master

When the 'Home' page has loaded (nhot in Master page mode), a dialogue box can be
seen requesting a password. To open the NetCommander interface you must first
login through this home page. Until you are logged in all other pages will be
unavailable and will only present an advisory message.

NetCommander————=J

I Heme

e g o

8 e SO T A TSONL
Full AfErun "
Sl

M ST LOHGGED OFF

To login, ensure you are on the home page - this may be done by clicking the ‘Home'
tab. You are requested to enter a password and you have the choice of two levels of
access, each with it's own password.

View Only - In view only mode you will have access to all the information
collected by NetCommander but will not be able to alter any of the settings.

18
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Full Access - In full access mode you will have access to all the information and
be able to alter any of the settings.

Select your required access level and enter the associated password.

Note: When logging in for the first time the password field should be left blank as
NetCommander is shipped with no password (Once logged in See 'Settings,
Password' to change the default passwords).

If you enter an invalid password you will be advised to try again. Please note that
the passwords are case sensitive, so capital letters must be used correctly.

Once the password has been verified, the configuration information will be loaded
from NetCommander and the user will be presented with the NetCommander
welcome page. The page details the part number of the software version, upgrade
status (SNMP/Serial commands availability) and provides access to NetCommander's
functions as well as providing a log off facility. Node name, time and a network
service indicator are also displayed on the page.

The network service indicator shows the delay experienced by the protocol messages
in the network, it is presented as a 10 element bar graph, graduated in 3 second
intervals. Network delays of 30 seconds or more will result in an offline message.

Note: Help is available for each 1/0 function via the help button in the bottom right
hand corner of each page.

NetCommander—J

1 Hamne I

Welcome to NetCommander

Procect Code  Si02- 001 L0DEY

Upgrades © SHEI, Sersl Commans

Arress Limesl© FUALL AICESS

Fasir masiee i wanice Tl EEEE TR 1Ot 2004 *arflmg ([P

[2 arn dp rei wemn
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4.7 Settings

To set the remaining NetCommander parameters, click on the ‘Settings’ dialogue
button in the bottom right hand corner of the welcome page. NetCommander will
serve the settings configuration page in a new window. The settings page provides
access to a number of configuration functions that allow the configuration of Node
name/slave nodes, Date/Time, Password, conversion factors, Server, email and SMS
parameters etc.

& Settings BE I
Nodes || Dateime || Password || Upgrade
[ Comersions || servers ||  Emal || sms
Serial Port | | Serial Control SNMP |
Configur ation
Settings
Java Apphcation Window

4.7.1 Nodes

To set the node name select the node name button in settings and enter the required
node name. If this is the master NetCommander and the node name has been set,
this is the name that will be used in the master page to indicate the master. If the
node name is not set, the default name 'Master' will be used in the master page.

Slave nodes, cameras and other IP devices can be defined in the Nodes setup tab.

When the master page is called up the defined list appears at the left hand side of
the screen.

20
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& Sethings == I

| MNoges || Datemime || Password || uUpgrade |

| Comversions || Servers || Email ||  swms

|_Serialport | [ Serial Control || snp |

Node 1: master node - |

Hame Imaster node

IP Address

Divice Type Mt Commmarnids o
Submit

Java Appheation Window

4.7.2 Date/Time

To set the date and time the user has a number of options. The preferred option is
NTP mode, which uses the SNTP timeserver functionality supported by
NetCommander. If configured, SNTP will access the desired timeserver on power up
and from then on automatically every 24 hours at 12.00 midnight. Using a single
SNTP time source allows NetCommander to be synchronised with local network
equipment. Alternatively, the user can select the manual mode and configure the
current time and date using the pull down menus. The date and time will then be
maintained by NetCommander’s real time clock. The clock is not battery backed and
therefore any power failure will result in the time being reset to zero. In most
operational environments NetCommander should be connected to the UPS system, if
available. British Summer Time (BST) daylight saving is supported by checking the
BST box.

& Sethngs !E [ & Sethngs !H [
| Wodes || Dateime || Password || Upgrade || | Nodes || DateTime || Password || Upgrade |
| comersions || servers | E vl | sms || | comersions || Servers | Erniail [ sms |
| serialPort || Serisd Controi || sHMP | | SesialPori || Serisl Contral || SHMP
fastomatically adjust tine for Daylight Saving (B5T) [ futomatically adjust time for Dayight Saving [B51) [
Marte Manual Mode - || moe NTP Modde -

Haour Min Sec
Custrent Time 00 - 07 ~| |56 || NP Sernes 192.168.1001|

Dy Month Wit
Current Date o - 0 | :ruu 'r|

_ swow | _ swm |

Java Applicaton Window Jarva Appication Window
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4.7.3 Password

NetCommander’s default password can be changed using the password setting
window. NetCommander is shipped with no password, but this may be altered here.
It is strongly recommended that the password be changed from the default value, as
this will insure continued logon security.

You are given the option to alter the three levels of password.

View Only - The view only mode password, used for normal access.

Full Access - The full access mode password, used for altering the system
configuration.

Network Management System - A special password used by the optional
NetCommander Network management system (NMS) application.

Passwords can be up to 10 characters long and should contain a mix of numbers and
letters.

In order to confirm your authority to change the password you are requested to
enter the current password. When changing the password for the first time, the old
password field should be left blank. You are required to enter the new password
twice, the second time is used to confirm that you have entered it consistently to
help prevent typing errors.

Please ensure that you alter passwords carefully and keep in mind that the
passwords are case sensitive so capital letters must be used consistently. Once the
submit button is clicked you will be informed whether the password change was
successful.

It is advised that you maintain different View Only and Full Access passwords and
only provide the Full Access password to users with the appropriate authorised
access.

The NetCommander NMS password should be changed to the same as that
configured on the NetCommander Network management system to allow it access. If
this NetCommander is not to be connected to a central system application then it is
recommended that you change the NMS password from its default and record this
change securely.

Warning: If a password is lost, then the only method to reset the password is to
reset the entire system, this will result in the complete loss of all configuration.
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g.' Sellings

Password Type | Full Access
{

Ol Password !“""'“"""'*

New Password |“"“'”

Confirm Password i"’"‘t

Java Apphcation Window

4.7.4 Upgrade

NetCommander offers a number of upgrade options such as SNMP and serial control,
upgrades are added by entering an activation code supplied by CubeRoot in the
'Upgrade’ section of settings. A debug capability, to assist systems integrators and
support organisations in debugging and reporting faults is also available by entering
the engineer's code instead of an activation code.

& Sellings [_[T] =] |
| Nodes || Datemime || Password || Upgrade |
| SerialPort || SerialControl || SNMP |
Acthration Code EF'S"ND . EC QDE : - 14805

Submit
Java Appkcation Window
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4.7.5 Conversions

A range of standard devices and sensors come ready supported by the
NetCommander 'Conversions' functionality.

. Seltings M= =

Nodes || Datefime || Password || upgrade |

Cowersions || Servers || Email | sms |

_ Serial Port

Twpe | 1: Electrical - |

Hame
Device Type
Applies to...
Units
Low High
WVoltage

Scabed

Submit |

Java Apphcation Windaw

For OEM equipment, the conversion utility provides a means of scaling the input and
output voltages of temperature and humidity sensors and alarm high and low devices
from the electrical level output by the sensor to the correct units. The function also
provides an 'UNUSED' type, this can be user defined and scaled to support any
sensor the user connects which requires a different conversion

4.7.6 Servers

If email, email to SMS text or FTP services are required, it will be necessary to fill in
the SMTP mail server and FTP server details in the 'Servers' tab. To configure the
FTP service, the username, password and remote directory of where you wish to
send the logs, must be setup. The mode Active/Passive is a firewall parameter to
allow passage of data, (not required if both FTP host and NetCommander are on a

local/private LAN).
Note. The NetCommander mail server functionality only supports IP addresses i.e. it

does not support domain names for servers. It also does not support mail
authentication.
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& Setlings M= B |

| MNodes || Dateime || Password || Upgrade

| Comversions || Servers || Emall || SMS |
Serial Port | | Serial Control || sump |

SMTP Mail Server 19222310012

FTP Server 192,234 10013

-- Lisemame joeblogps

- Password passl23

-- Remote Directory  |incomingnclogs!

- Mode Passie -

Submit
Java Appheation \wWindow

4.7.7 Email/SMS Text services

NetCommander supports up to 5 separate email events. The events are numbered at
the top of the window. Simply click on the email number you wish to configure or
edit. To specify an e-mail recipient, who will receive NetCommander email alerts, fill
in the 'To' (recipient email address), the ‘From' (NetCommander email address) and
the subject and body text sections for the email event.

The recipient, subject text and body text should reflect the expected conditions that
will trigger this email i.e. a temperature event might require an email subject text
something like ‘'Temperature Alert 30°C'.

Note: NetCommander only supports a single recipient per email message, comma
separated recipient lists are not supported.

Note: Email security at the SMTP gateway may well demand the From address is a
recognised and defined username e.g. NetCommander@company.com

NetCommander also supports up to 5 separate SMS mobile text events. In the 'To’
field Fill in the alias of the person to be notified by SMS text in the event of a
predefined alert. All other fields are as email settings. If the SMS functionality is not
required, the SMS messages can be used as an additional 5 email messages.

To support SMS mobile text, you will need to set up an email to SMS service with an
email to SMS text Internet service provider or use the NetCommander GSM modem.

Note: CubeRoot has arranged an email to SMS service for NetCommander with
www.sms2email.com. It is also possible to re-brand sms2email's gateway to your or
a customers SMS domain i.e. 'yourcoampanysms.com' and forward emails from this
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account to sms2email's gateway. Phone or e-mail CubeRoot for details of this
service.

£ Sellings & Settings

| Modes || Datelime || Password || Upgrade |
| comersions || servers || Emai |[ sws || | comersions || Seners || Emal || sms |
|_SerialPort || Serial Control || _ smp | |_SerlalPort || SerialControl || Shwp |
Email Messane Mumber |-1 'Ir] SMS Messape Numhber | 5 - |
From Server Room Alphal| | From |$ erver Room Alpha
To sysadmin@company.com | To |&I|as@smsz email.com
Subject Temperature Waming | Subject |SEH’HI'EF£ WRRMING
Body Attach Image[_] Attach Event Details(v] Bty Attach Event Detalls[ ]
utomated Waming: ICRITICAL
i“fl:ul.:r sanver room i% starting o overheat E::E;E?:?;i:i:;ﬁ':&;:eaﬁn'i.
| Clear Email Subomit | | cearsws | TR
Jawa Appication Window Java Apphc ation Ywindow

4.7.7.1 Mobile SMS Text service

If you have purchased and connected the NetCommander GSM Modem option (order
number X800-1029) then SMS-text messages are sent via the modem by setting the

The 'To' field as: modem:+44<number of called party, without leading 0>
e.g. modem:+447810246675

The 'From' field as: service:+44<service center code (SMSC) of network
operator> e.g. service:+447785016005

The service center codes are as follow, please note that these are liable to change,
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Vodafone UK +447785016005
T-Mobile UK +44802000332
Virgin Mobile UK +447958879890
Orange UK +44973100973
02 UK +447802092035
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g’ Settmgs

| Modes || Datefime || Password || Upgrade |
| Comwersions ||  Servers ||  Email ||  sSmMs |

[_SeriaiPort_| [ Serial comral || swmp

SMS Message Number 1 -|

From SEMBEZ*MTEDEDQEDE'

Ta rmoderm+44737621E67E5

Subject Tank 1 oerarflow |

Baody Attach Event Details[_
Tank 1 oeerflow

| Clear SMS Subrmit

4.7.8 Serial Ports

NetCommander's serial ports can be configured via the 'Serial ports' settings

5& Setlings E:! :
[ Modes || Dpatemime || P u | |
[ Comersions || Senmers ” Email || u'm“'m l
[ SerialPort | | Serial Control || |
iy 9600 3
Data Bits |s '|
Parity |H0'HE 'I
Stop Bits |1 'I
Flow Control |m 'l
Benkemin ¥ ncon |
s Eppléaion Wi Submit
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4.7.9 Serial Control

The serial control functionality provided by NetCommander can be configured in the
'Serial Control section of Settings. To use serial control, the functionality must first
have been be activated by entering the activation code in the 'Upgrade’ section of
Settings. Activation codes are available from CubeRoot.

&Snllin:: HHE,

Nodes || DateTime | Password || Upgrade |
] s s ]
| SerialPort | | SerialControl || SNMP |
Command | 10 Switch On v
Name xoswichon |
58 |31 |fz0 [z |32 |[31 |la1 |[so [fs4 |f33 |
b2 _Jls2_Jls_Jler Jjee oo fjso J| [ J| |

| O I |
| | N |
N N N O

103211 D43 2SWONDD |

Java Apphcation Window

4.7.10 SNMP

The SNMP functionality provided by NetCommander can be configured in the '‘SNMP’

section of Settings. To use SNMP, the functionality must first have been be activated
by entering the activation code in the 'Upgrade’ section of Settings. Activation codes
are available from CubeRoot.
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|  Modes || Datemime || Password | Upgrade |
[ Corversions || Servers ||  Emanl || sms |
[ serialport || SerialControl || swmp |
Get Community String ]purrm: |
Sel Community String {iprr'.raie |
Trap Community String lin ublic |
Trap IP Address [192188.100.123 |
SNMP Enabled [¥i Authentication Failure Trap O
System Contact |Hr J Bloggs, Systern Admin (T em 244) |
System Hame |Err'_-'1mmem Monloring Systern |
System Location |'_sen-er Roorn Alpha 1| |
| Submit |

If you have reset the default password, restart your browser application and enter
your new password when requested. NetCommander is now ready for use.
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5.0 Navigating the NetCommander interface

This section is intended to familiarize the new user with the features of the
NetCommander interface. Access to the different function windows is by way of the
tabs near the top of the page. The tabs allow the user to navigate to the Events,
Inputs, Outputs, Switches, States and Logs sections of the interface. The Tabs
presented can vary dependent upon the hardware capabilities of your
NetCommander.

5.1 Events

Working from left to right the first tab after '"Home' selects the 'Events' summary
window.

[Iel=|

NetCommander———/
Evcnti I
T —— . ~Bvest T i 1- v 4 -
[ P —— : Sereer Temp Rmsm | Server Humiiy | Tarosr ity
Erverd 5 v Eyera T . vl
Indrusher B m Triivseded Al Bl ey | Wi Conmmled | Perndc kaim Tesl |
Toewrd 1 vend 100 Fimerd 11 T 17
Py Saspaly Check | CLNRANE [ U e | CUHRAME [
Twrd 13 frgd 18 1 ierdl B Tvimd 1
AMHABET <LINARE D> <AL - L AHHARSE L
| =Bl 17, Evenl 11} et 18 Evend 11
AMHARET> RARE 1> <8 PR -1 IR [
| ~Evverd 24 Evet 72 Eveerdl 73 Evanl 20
A IHMAB [1r o] INFLLA 1 ST B (e | ISR [0
| —wwra 25 Tveni: 7 Lvmwrd 317 vend 711
CUHHAME [ TLRNRANE [ UMM AN [ | I PHAME [
{ewrd Tvenl N} —{aerd 11 ~fvend 3 ~ N
TP 20 o AT 8 A AT T TY i
Pk FTRER Sengce: BE EEmE TESEAD 15 O 2088 SeTlavge Vi
s g g e s

The advanced event scheduler allows the user to manage the causes and effects of
up to 32 events. A NetCommander input device, such as a temperature sensor, can
typically be used in one of two ways. The first is as a simple temperature monitor. In
this scenario, the NetCommander interface simply provides a visual indication of
temperature to the user. The second and more complex scenario would be to couple
the input device to an event. Using the cause and effects fields of an event, an input
value or state can be made to trigger an effect, such as an alert / email, or even
another event. Configuring a number of causes and effects or triggering a number of
events for a single event / input provides logical AND / OR functionality respectively.
The advanced event scheduler gives NetCommander great flexibility and power, but
must be used with care. Sample configurations using the event scheduling
functionality can be found in the next section of this manual.

The 'Events’ tab window lists all the events, used or unused, supported by
NetCommander. Initially, there will be no user configuration in the unit, the
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numbered event windows will therefore be blank. Clicking on a particular numbered
event takes the user to the configuration window for that particular event. Within
this window, the user is presented with a number of fields requiring user input.

NetCommander———/
Evenis I
(LR Hame T Temge e Artreane
(e =0 0 fecia
1 It Pert 15anve Teme in fange 50010 1900 dey © % Sanru Eviuad Marnied 1
| B RE T . 1 oy el o e Bt 4-Sumnas Tomg
1 < SED> X erivasle Bwwrn Fhanas Teivg Resnm
i ARUISED 1 AMUSELe
L Eveed mCives weod WarupT Retwnn To Lss
ko e mode Sanice: BE LLLL] 10T 16 Dl 00 S Vioip
[Swvm B pphcater wirdoe

The 'Name' field allows the user to name the event, this will be the name that
appears with the event number in the event summary window.

The 'Causes' fields provide the user with a number of event trigger options.

The 'Effects’ fields provide the user with a number of event effect options.

The 'Event activate upon startup' check box allows the user to configure this

event to be activated by default if ever the NetCommander is re-started. When

this is selected, it is indicated in the event summary window by a small green box

next to the event name text.

The 'Activate’ button activates the event and indicates this by turning the whole

event dialogue window green. In this state, a valid cause condition will trigger

any configured effects.

The 'Return To List' button takes the user back to the events summary window.
Clicking on one of the four available '‘Cause’ fields for this event opens the 'Event

Cause' window this allows the user to select a "Value Within Range’, a 'Time -Date
Occurrence' cause or the default condition 'NO CAUSE'.
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5.1.1 Event Cause

& Event Cause HEi=EE |

[uu CAUSE

- |

Time-Date Occurrence
Delay Occurrence
Periodic Occurrence

Java Apphcation Window

Submit

Selecting a 'Value Within Range' cause, allows the user to choose from a range of
Input, Output, Switch, and State ranges or conditions. The adjacent dialogue box
lists the valid field entries for each selection i.e. for inputs this would be all the input
ports on the interface card. The third of the three dialogue boxes provides the

associated activation condition for the event.

& Event Cause

P |

| Value Within Range

o4l

Input Port - | : 1: Server Temp

Output Port
Switch wing range
Counter

Java Apphcation Window

50.0 To 100.0 | e C

_ Submit |
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Alternatively, selecting a 'Time-Date Occurrence' allows the user to select either a
'Time Passed’ condition i.e. a specific time and date, or a '‘Delay Passed' i.e. a

specific delay interval, to be the trigger cause.

ﬁ[vunl Cause HE|
| Time-Date Occurrence b |
Huoir Mir Sec
Time 11 * | 51 -l 29 b
Danyr Month Year
pate |15 v |10 v | o4 -
| Submit |
Java Application Window

& Event Cause

| Delay Occurrence - |
Hour Mirn Sec
Delay |00 | |12 v| 30 v|
| Submit |
Java Application Window
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{& Event Cause M= E3

|Ferlntli1: Occurrence v |
Hour Min Sec
Time |Bﬂ b ‘45 - ‘ lﬂl] b
Dy Every Day -
Sunday
Monday
Tuesday
. Wednesday
Jawmﬁppicaum\l., S

The 'Submit' button submits the configuration to memory and closes the window.

5.1.2 Event Effect

Clicking on one of the four available 'Effects’ fields from the event configuration
window opens the 'Event Effects’ window. The 'Event Effects' window provides the
user with a number of event effect options as indicated below.

NO EFFECT v

Alert
Set Port/Counter Value
Counter IncrementDecrement
Send Email

Send SMS

Activate Deactivate Event
Activate Logoing

Aquire Camera Imape

Send Serial Command

Submit

Java Application Window
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Clicking on one of the available effects, links the user to a further window from which
the selected effect condition can be configured. This allows the event scheduler to
set the states or values of outputs, switches, counters, activate / deactivate events,
send emails, start logging, acquire a camera image or display an on screen visual
alert. By selecting one of the event effects, for example, 'Alert’ as an effect, the user
will be presented with a flashing dialogue window, as below, with an image and
details of the triggered event.

& Event EHect |l & NotCommandes Alert
| Alert
MNetCommander
master node
161004 11:39:36
Event 5: Intruder Alarm
— Severity : 0
Alert Severity Lewvel 2 - i
Attach Image [
J wva Application Window

Another example of an 'Event Effect' is the logging functionality. This is shown below.

&EvunlEf[uct BEE= E

Activate Logging |
Log Action Log Single Value - |
Lag Single Value
Clear Eniire L'ng
Input Port - | | 1: Server Temp -

_ submit_|

Java Application Wirdow

Submitting the selection stores the effect information in to flash memory and links
the selected effects to the causes for this event. Activation of this event is a simple
case of selecting the 'Activate’ button in the event configuration window.
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Note. NetCommander only support image acuire with Axis IP cameras. On certain
Axis cameras, pan and tilt functionality to a preset number of positions is also
supported. Acquiring images and the pan tilt functions can be set up in a similar way
to the previous example.

5.2 Inputs

The Inputs summary window can be accessed via the 'Inputs’ tab. This window
details all the input ports available on the NetCommander unit. The number of inputs
displayed in this window is dependent upon the type and model of interface fitted to
the NetCommander. NetCommander's plug and play functionality identifies the
interface at power up and updates the number of inputs, outputs and switched 1/0
ports accordingly. The standard input types supported by NetCommander are
electrical (Volts), Temperature (Degrees C), Relative Humidity (%0RH) and Alarm
high/low functionality (OK, Alarm) to support PIR's and smoke detectors etc.

[ ] M=
NetCommander——J
Lispasta
1 Pt 4 Port F Poari ¥ Pogwri
Serewr [ i e Himmly SErv Rt Cis Waner Leak
lengeer abhas ihanstiy B | oo Dmics Aiwrn Hiigh Desdc s
25.98  oenr 34.8 o Ohkay Okay
| Pt & Port i Pt ¥ Pl &
Elecirical Clecirical Elecirical Elecivical
0.0 et 0.0 ks 0.0 Vs 0.0 Vals
Pt Pt 100 Pt 14 Poart 12
Plecinical Elecirical Flecirical Elecirical
0.0 Vel 0.0 ek 0.0 Vs 0.0 Vs
Pt 13 Pt 14 P 15 Parf 16
Clecinicasl Elecinical Plechrical Elncirical
0.0 s 0.0 ok 0.0 Waky 0.0 Waks
ik BT S senace: HE [ £ 1] TESEIE 15 Dot 2008 SElldvr g
[ rvm A staee i

Clicking on any one of the port information windows opens the 'Settings Input’
window. This allows the user to configure a number of port parameters.

The 'Name' field allows the user to name the input port.
The 'Type' field lists the types of input supported by NetCommander.

Electrical - A device providing an input voltage (0-5v) that does not require
scaling or conversion, the port window will indicate an electrical voltage.

Temperature - The default temperature sensor providing an electrical input

voltage (0-5v) that is scaled and converted to temperature, port window will
indicate a temperature in degrees Centigrade
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Humidity - The default Humidity (RH) sensor providing an electrical input
voltage (0-5v) that is scaled and converted to RH, port window will indicate
humidity in %RH

Alarm Low Device - Any device providing an Open relay contact as an alarm.
An alarm condition will be produced when the contact is open. Port window
indicates OK or Alarm.

Alarm High Device - Any device providing a closed relay contact as an alarm.
An alarm condition will be produced when the contact is closed. Port window
indicates OK or Alarm.

If defined in ‘conversions' an additional user defined input type will be
available, this can support input devices such as pressure, acoustic and
chemical sensors sensors etc.

The 'Value' field provides the user with the current electrical input value or alarm
state for this port.

Setting Input [1) |

Name |E-=:rver Temp |

Type | Temperature v |

Value 25.98 deg C

En

Java Application Window
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5.3 Outputs

The Outputs summary window can be accessed via the 'Outputs’ tab. The window
details all the output ports available on the NetCommander unit.

The number of outputs displayed in this window is dependent upon the type and
model of interface fitted to the NetCommander.

A=

NetCommander———/

| Pt 1 ~ ot - ~Pl ¥ o

A Cn M ifealn

Becirical Hachrcal Eleciic sl Elpciricsl

0.0 Vil 0.0 Wy 0.0 Volty 0.0 ol
Faitl & , aa-al Fait F 3 -t i

Diecirical Plactrcal 1l ical Piciracal

0.0 Velly 0.0 oy 0.0 Vet 0.0 ol
Pk TRAARET il Sprece B amEE AFAD 15 Ot M St el

Clicking on any one of the port information windows opens the 'Settings Output’
window. This allows the user configure a number of parameters for that output port.

The 'Name' field allows the user to name the output port.
The 'Type' field lists the types of output supported by NetCommander.
Electrical - An Electrical voltage is the only output type currently supported.

The 'Value' field allows the user to set electrical output value between O - 5 Volts
for this port.

Clicking on 'Submit’ sets the selected output port information to the desired name,
type and sets the output port to the desired value.

Hame

Air-Con Reaclivate |

Type [_l_ar_ectrical i |

Value 0.0 Volts
Subrmit

Java Apphcation 'Window
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5.4 Switches

The 'Switches' summary window can be accessed via the 'Switches' tab. This window
details all the switch ports available on the NetCommander unit. The number of

switches displayed in this window is dependent upon the type and model of interface
fitted to the NetCommander.

Clicking on any one of the switch information windows opens the 'Settings Switch’
window. This allows the user configure the switch parameters for that switch port.

F
NetCommander——J
Iﬁﬁulhrl

t Swsiin 1 \ Serich I Sweich 1 Sardch

Sl b Swllch S h Swllch
_ Open Open Open . Open
L Swrm } SR Svaiich 7 SechE

Saih L Swiich Seih

Open Open Open . Open

Heabe: mureder node Sorvice: I LLLY] THEERD Ot ARG Soffaaps. L]
I e

The 'Name' field allows the user to name the switch.
The 'Type’ field - By default is set to 'Electric Switch'

The 'Value' field allows the user to set the current switch state (Open or Closed)
for this port.

Clicking on 'Submit’ sets the selected switch port information window to the desired
name, type and state.

MNaime | |

Twpe Switch

Value Open > |
Closed |
Java Apphcation \Window
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5.5 Counters

The 'Counters' summary window can be accessed via the 'Counters' tab. This window
details all the internal counters available on the NetCommander unit. As the counter
functionality is an internal function of NetCommander, the number is limited to 8 and
not dependent on the type of interface fitted.

r
NetCommander——/
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Clicking on any one of the State information windows opens the 'Settings State’
window. This allows the user to configure the counter parameters for that port.

The 'Name' field allows the user to name the counter.
The 'Type’ field - By default set to ‘Numerical'

The 'Value' field allows the user to set the counter value for this port, maximum
value is 1024, but counters can be chained using events for higher values.

Clicking on 'Submit’ sets the selected counter port information to the desired values
Important note: Outputs, Switches and state values are not maintained in the

event of a loss of power, unless their value has been set by an event that is
activated on power up.

Setting Counter (1]

Mame Visitor Count

Type Numerical

Value [LI

Submit

Java Apphcation \Window
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5.6 Logs

The 'logs' summary window can be accessed via the 'Logs' tab. This window provides
details of all the logs generated by the NetCommander unit. Logs are displayed in
the logging window in batches of 50. The 'Results’ pull down menu provides access

to the rest of the logs, also grouped in batches of 50.

The 'Update’ button updates the logs in memory to the screen
Note This can take up to 30 Seconds for a full (2048) log entry.

The 'Clear’ button clears all the log entries in memory and on the screen.
Conformation of the 'Clear’ instruction is requested before the log entries are
deleted.
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Note: The 'Update' button must be pressed to ensure the latest up to date log
information is collected from the NetCommander.
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6.0 Connecting interfaces, sensors and devices

The following section describes the NetCommander interface varants and their
connection to CubeRoot approved sensors and devices. There are two different
interface types available, the screw terminal and the 9-pin mini-DIN type. Each
interface type is available in either a 4/8 or 16 input port configuration; each has
plug and play functionality. The plug and play functionality means that
NetCommander can automatically detect the type of interface card fitted and update
the web interface so that the correct number of inputs/outputs/switches are shown.

The interface card also provides +12 volts to drive sensors, and +5 volts to form the
loop voltage for relay contacts. These voltage outputs are protected by re-settable
fuses, which if the rails are shorted to ground will go to a high resistance state, but
will return to normal state when the short circuit is removed.

The screw terminal interfaces are aimed at the expert installer, who is familiar with
the NetCommander hardware and who has completed an approved NetCommander
course. Mini-DIN interfaces are aimed at the installer with no NetCommander
hardware experience but who is familiar with the wiring up of security alarm
products.

To connect the sensors to the NetCommander, two approved cabling formats have
been specified. For screw terminal interfaces, installers should use the specified
cabling, cut and terminate as specified by the wiring diagram supplied with each
sensor. For mini-DIN interface users, cables of 10, 20 and 30 meters long,
terminated at one end with a 9-pin mini-DIN plug are available. The latter cabling
format substantially reduces the possibility of wiring errors and improves the speed
and maintainability of the installation.

Important Note: When removing or replacing interface cards, NetCommander must
be powered down first. Failure to do this may result in damage to both the
motherboard and interface card.

6.1 Screw terminal interfaces

The screw terminal interfaces offer the expert installer a flexible method of
connecting sensors to NetCommander. Sensors are wired to NetCommander in a
similar way to that for conventional security alarm systems. A pinout and description
of each terminal for the screw terminal interface can be found in Chapter 10 of this
manual.

i
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Before proceeding with the installation of any NetCommander sensors ensure
that static precautions have been taken. This will prevent static discharges to any
sensitive electronic components.

When planning the installation, NetCommander should be positioned such that
the maximum cable length to any sensor is not greater than 30 meters.
Distances greater than this may result in unacceptable voltage drops and take
supply, loop and signaling voltages outside specification.

Remove the power connector from the back of NetCommander.

Remove NetCommander's interface card by removing the outer most pair of the
four screws located on the interface fascia. Take hold of both withdrawal posts on

the interface card and pull whilst exerting a force on the back panel of
NetCommander. The interface card should then pull clear of the box. Anti-Static

precautions are required.

Position sensors and run wiring as required. Cable access for the terminal blocks
is through the purpose made holes in the interface fascia.

Note: To ensure error free operation only CubeRoot approved shielded cabling
should be used to connect sensors to NetCommander.

6. Consult your sensor wiring diagram supplied with your CubeRoot sensor. An

example wiring diagram for temperature / humidity or combined temperature
and Relative humidity sensors is shown in Example 1.

NetCommander _ Temp/RH sensor
VRS
1 1
+12V TBO-1 v Red | G(+12V)
1 1
GND TB9-6 .\ Gray | M(GND)
1 1
IN1TB1-1 L1 BNk | oyt
TB1-2 Voo
] 1
] ]
IN2 TB1-3 L White| OutH
TB1-4 )
Screen TB9-8 f-----coaun o

Example 1 for connecting a temperature / RH sensor

Example 2 shows the typical wiring requirements for sensors and devices that

provide NO or NC volt free alarm and tamper contacts.
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NetCommander PIR/Smoke/Heat
Screw Terminal
Interface
I’\
'\ Reo
+12V TB9-1 L Supply +12V
1 \
{ 1
GND TB9-7 L1 G | GNp ()
1 1
+5V TB9-4 , 1 Brown _
1 1
. NCaam
1 1 9
IN3 TB1-5 1] Pink
I 1
TBL6 || %o ]
Lo Tamper
IN4 TB1-7 L1 White
T T
1 1
TB1-8 Vo
!
Yl
Screen TRQ-R [--------" Y

Example 2 connecting a PIR or any volt free contact device

7. When wiring up devices that provide volt free contacts, such as PIR's, UPS or
HVAC systems, make a note of the switch state under alarm conditions. This
information will be required later when the event scheduler is set up. Two alarm
device conditions (switch states) are supported by NetCommander,

Alarm low devices - Contacts open when in alarm condition
Alarm high devices - Contacts closed when in alarm condition

This information has to be correct for NetCommander to give the right alarm
status indication.

8. In the above examples the temperature sensor uses terminals IN1-1&2, the
humidity sensor terminals IN2-3&4 and the PIR, terminals IN3-5&6 and +5v from
TB9-+5 on the interface. On the Web interface this relates to input ports 1, 2,
and 3 respectively i.e. The temperature will be presented on input port 1 and so
on. Terminate all the wiring except the cable screens.

9. Collect together and sleeve the screens of all the cables and terminate at the
NetCommander end with a suitably sized Choc-block. Take a single wire from
terminal block TB9-GND and connect this to the other end of the Choc-block. This
will prevent overloading the 'GND' terminals, and link cables screens to ground

Note: Terminate the cable screens at the NetCommander end only.

10. Once all the cables have been terminated, the cables can be tie-wrapped on to
the tie-pads, which are located behind the interface fascia.

11.Replace the interface card into NetCommander, complete with wiring.
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12. Power up NetCommander.

13. Go to Chapter 7.

6.1.1 NetCommander 4 screw terminal interface

The screw terminals on the NetCommander 4 motherboard offer a flexible method of
connecting sensors to NetCommander. Sensors are wired to NetCommander in a
similar way to that for conventional security alarm systems. A pinout and description
of each terminal for the screw terminal interface can be found in Chapter 10 of this
manual.

.@ﬂ&@

TR PONT v PNMET P PN T 3 Oy

1. Before proceeding with the installation of any NetCommander sensors ensure
that static precautions have been taken. This will prevent static discharges to any
sensitive electronic components.

2. When planning the installation, NetCommander should be positioned such that

the maximum cable length to any sensor is not greater than 30 meters.
Distances greater than this may result in unacceptable voltage drops and take

supply, loop and signaling voltages outside specification.
3. Remove the power connector from the back of NetCommander.

4. Remove the lid of the enclosure by pulling the enclosure lid sides away from the
base. Anti- Static precautions are required.

5. Position sensors and run wiring as required. Cable access for the terminal blocks
is through the purpose made holes at the rear of the enclosure.

6. Note: To ensure error free operation only CubeRoot approved shielded cabling
should be used to connect sensors to NetCommander.

7. Consult the sensor wiring diagram supplied with your CubeRoot sensor. An
example wiring diagram for temperature / humidity or combined temperature
and Relative humidity sensors is shown in Example 1.
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NetCommander

+12V TB51

GND TB5-6

IN1TB31
TB4-1

IN2 TB3-2
TB4-2
Screen TB5-8

Red

Gray

Pink

White

Temp/RH sensor
G (+12V)
M (GND)

OutT

Out H

Example 1 for connecting a temperature / RH sensor

8. Example 2 shows the typical wiring requirements for sensors, devices and

equipment that provides NO or NC volt free alarm and tamper contacts.

NetCommander PIR/Smoke/Heat
Screw Terminal
Interface
I’-\
!V Red
+12V TB5-1 - Supply +12V
{ 1
GND TB5-6 ; L Gray | gnp ()
1 1
+5V TB5-4 ! i Brown a
1
Lo NC dam
1 1 "
IN3 TB3-3 1] Pink
1 1
! RS
TB4-5 | I‘. :
o Tamper
IN4 TB3-4 ': i White
1 1
TB4-6 v
!
Yo
Screen TRR-7 p-=-====-=--- ]

Example 2 connecting a PIR or any volt free contact device i.e. UPS or HVAC
alarm signals

9.

10. Alarm low devices - Contacts open when in alarm condition

11. Alarm high devices - Contacts closed when in alarm condition

When wiring up devices that provide volt free contacts, make a note of the switch
state under alarm conditions. This information will be required later when the
event scheduler is set up. Two alarm device conditions (switch states) are
supported by NetCommander,
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12.

13.

14.

15.

16.

17.

18.

19.

This information has to be correct for NetCommander to give the right alarm
status indication.

In the above examples the temperature sensor uses terminals IN1, the humidity
sensor terminals IN2 and the PIR, terminals IN3 and a +5v loop signal from TB5-
4 on the board. The ground GND to the sensor is also looped to AGND as a
common for the temp and humidity and PIR inputs. A single AGND connection is
normally all that is required. On the Web interface the inputs above relate to
input ports 1, 2, and 3 respectively i.e. The temperature will be presented on
input port 1, the humidity on input port 2 and so on.

Terminate all the wiring except the cable screens.

Collect together and sleeve the screens of all the cables and terminate at the
NetCommander end with a suitably sized Choc-block. Take a single wire from
terminal block TB5-6 GND and connect this to the other end of the Choc-block.
This will prevent overloading the 'GND' terminals, and link cables screens to
ground

Note: Terminate the cable screens at the NetCommander end only.

Once all the cables have been terminated, the cables can be tie-wrapped on to
the tie-pads, which are located behind the rear fascia.

Replace the enclosure lid.

Power up NetCommander. Go to Chapter 7.

6.2 Mini-DIN interfaces

The mini-DIN interface offers installers an extremely quick and easy way of
connecting up sensors and devices to NetCommander. A pinout and description of
each mini-DIN socket can be found in Chapter 10 of this manual.

-

Before proceeding with the installation of any NetCommander sensors ensure
that static precautions have been taken. This will prevent static discharge to any
sensitive electronic components.
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2. When planning the installation, NetCommander should be positioned such that
the maximum cable length to any sensor is not greater than 30 meters.
Distances greater than this may result in unacceptable voltage drops and take
supply, loop and signaling voltages outside specification.

3. Remove the power connector from the back of NetCommander.

4. When using the mini- DIN interface it is not necessary to remove
NetCommander's interface card. Connecting sensors to the mini- DIN interface is
as simple as inserting the mini-DIN plugs in to the correct socket.

5. Note: If for some reason the interface needs to be removed, the following
procedure should be followed, please remember to take static precautions.
Remove the outer most pair of the four screws located on the interface fascia.
Take hold of both withdrawal posts on the interface card and pull whilst exerting
a force on the back panel of NetCommander. The interface should then pull clear
of the box.

6. Position sensors and run mini-DIN terminated wiring as required.
7. Consult your sensor wiring diagram supplied with your CubeRoot sensor. An
example connection diagram for temperature / humidity sensors and devices

providing volt free contacts is shown below in example 1.

Note: To ensure error free operation only CubeRoot approved shielded cabling
should be used to connect sensors to NetCommander.

Temp/RH
sensor
G (+12V)
M (GND)
NetCommander
Mini-DIN OutT
Interface
SKT1 out H
SKT 2
SKT3
SKT 4 PIR/Smoke/Heat
SKT5
SKT 6 Supply +12V
SKT7
SKT8

NC darm

Tamper

R

Example 1 Connecting a temperature / RH sensor and a PIR using mini-DIN
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8.

10.

11.

12.

When wiring up devices that provide volt free contacts, make a note of the switch
state under alarm conditions. This information will be required later when the
event scheduler is set up. Two alarm device conditions (switch states) are
supported by the event scheduler,

Alarm low devices - Contacts open when in alarm condition
Alarm high devices - Contacts closed when in alarm condition

This information has to be correct for NetCommander to give the right alarm
status indication.

In the above example, the temperature and RH sensor uses SKT-2 and the PIR,
SKT-3 on the interface. On the Web interface this relates to input ports 3&4 and
5&6 respectively i.e. the temperature will be presented on input port 3 and the
humidity on input port 4. The PIR alarm status will be presented on input port 5
and the tamper circuit on input port 6. If the tamper circuit is not connected,
input port 6 will not be available to any other sensor. This is due to each mini-
DIN socket supporting 2 inputs. The same is true for unconnected outputs and
switches, one of each is supplied per mini-DIN.

To add further mini-DIN wired sensors simply insert the DIN plug into an
available port on the interface.

Power up NetCommander.

Go to Chapter 7.

6.2.1 NetCommander 4 Mini-DIN interfaces

The mini-DIN interface on the Netcommander 4 motherboard offers an extremely
quick and easy way of connecting up sensors and devices to NetCommander. A
pinout and description of each mini-DIN socket can be found in Chapter 10 of this
manual.

1.

Before proceeding with the installation of any NetCommander sensors ensure
that static precautions have been taken. This will prevent static discharge to any
sensitive electronic components.
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2. When planning the installation, NetCommander should be positioned such that
the maximum cable length to any sensor is not greater than 30 meters.
Distances greater than this may result in unacceptable voltage drops and take
supply, loop and signaling voltages outside specification.

3. Remove the power connector from the back of NetCommander.

4. When using the mini- DIN interface it is not necessary to remove the enclosure
lid. Connecting sensors to the mini-DIN interface is as simple as inserting the
mini-DIN plugs in to the correct socket.

5. Position sensors and run mini-DIN terminated wiring as required.

6. Consult your sensor wiring diagram supplied with your CubeRoot sensor. An
example connection diagram for temperature / humidity sensors and devices

providing volt free contacts is shown below in example 1.

7. Note: To ensure error free operation only CubeRoot approved shielded cabling
should be used to connect sensors to NetCommander.

Temp/RH
sensor
G (+12V)
M (GND)
NetCommander
Mini-DIN outT
Interface
OutH
SKT1
SKT 2
SKT3 PIR/Smoke/Heat
SKT 4
Supply +12V

NC darm

Tamper

B

Example 1 Connecting a temperature / RH sensor and any device providing
volt free contacts using mini-DIN

8. When wiring up devices that provide volt free contacts, make a note of the switch
state under alarm conditions. This information will be required later when the
event scheduler is set up. Two alarm device conditions (switch states) are
supported by the event scheduler,
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10.

11.

12.

13.

14.

15.

Alarm low devices - Contacts open when in alarm condition
Alarm high devices - Contacts closed when in alarm condition

This information has to be correct for NetCommander to give the right alarm
status indication.

In the above example, the temperature and RH sensor uses SKT-1 and the PIR,
SKT-2 on the interface. On the Web interface this relates to input ports 1&2 and
3&4 respectively i.e. the temperature will be presented on input port 1 and the
humidity on input port 2. The PIR alarm status will be presented on input port 3
and the tamper circuit on input port 4. If the tamper circuit is not connected,
input port 4 will not be available to any other sensor. This is due to each mini-
DIN socket supporting 2 inputs. The same is true for unconnected outputs.

To add further mini-DIN wired sensors simply insert the Mini-DIN plug into an
available port on the interface.

Power up NetCommander.

Go to Chapter 7.

6.3 4 Port Wireless LAN 802.11g interface

The 4 port wireless LAN interface offers installers an extremely quick and easy way
of connecting up sensors and devices to NetCommander. A pinout and description of
each mini-DIN socket can be found in Chapter 10 of this manual.

Before proceeding with the installation of any NetCommander sensors ensure
that static precautions have been taken. This will prevent static discharges to any
sensitive electronic components.
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2. When planning the installation, NetCommander should be positioned such that
the maximum cable length to any sensor is not greater than 30 meters.
Distances greater than this may result in unacceptable voltage drops and take
supply, loop and signaling voltages outside specification.

3. Remove the power connector from the back of NetCommander.

4. When using the mini-DIN interface it is not necessary to remove
NetCommander's lid. Connecting sensors to the mini-DIN interface is as simple as
inserting the mini-DIN plugs in to the correct socket.

5. Note: If for some reason the interface needs to be removed, the following
procedure should be followed, please remember to take static precautions.
Remove the outer most pair of the four screws located on the interface fascia.
Take hold of both withdrawal posts on the interface card and pull whilst exerting
a force on the back panel of NetCommander. The interface should then pull clear
of the box.

6. After the interface has been inserted in to Netcommander and configured,
connect the Ethernet port on the Netcommander to the Ethernet port on the
wireless interface using Cat 5 E Ethernet cable.

7. Replace the power connector on the back of NetCommander.

8. Go to Chapter 7.

6.4 Structure wiring interface

The structured wiring interface offers installers an extremely quick and easy way of
connecting up sensors and devices to NetCommander. The structured wiring
interface allows sensors to be connected to NetCommander using your structured
wiring infrastructure. A pinout and description of each RJ45 socket can be found in
Chapter 10 of this manual.
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1. Before proceeding with the installation of any NetCommander sensors ensure
that static precautions have been taken. This will prevent static discharges to any
sensitive electronic components.

2. Note: If for some reason the interface needs to be removed, the following
procedure should be followed, please remember to take static precautions.
Remove the outer most pair of the four screws located on the interface fascia.
Take hold of both withdrawal posts on the interface card and pull whilst exerting
a force on the back panel of NetCommander. The interface should then pull clear
of the box.

3. After the interface has been inserted in to Netcommander replace the power
connector on the back of NetCommander.

4. Go to Chapter 7.

6.5 GSM data modem (order number X800-1029)

The entire NetCommander product range supports mobile SMS text messages via an
optional GSM modem. The modem requires a SIMM on a contract or PAYGo service
from any of the GSM network providers. When selecting a provider, first check the
signal strength using a mobile phone offered by providers at the NetCommander
location. The GSM modem is connected to the NetCommander using the
NetCommander Y Cable (order number X646-1011). A separate power supply and an
aerial are also supplied with the modem. The interface to use the data modem is set-
up via settings as described in Section 4.7.7.1.

L

Ty
o

1

% |

Note: The aerial needs to be in a suitable position to connect to the service
providers’ GSM network. The network connection can be confirmed by connecting the
GSM modem to the NetCommander serial port and powering them both up. If the
LED on the GSM modem flashes it is attached to the GSM network.

A test of the SMS text system should be run to prove that all parameters are
correctly set. To test the system, configure the desired SMS text message (See

Section 4.7.7) and then configure an Event cause to ‘no cause’ and an effect to send
a SMS text. Activating the event will send a single SMS text message to the desired

mobile phone.
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Failure, for whatever reason will results in an error alert message sent to an attached
PC serial communications utility such as hyperterm (Requires Y cable, order number
X800-1027). Error codes are as follows,

Error code 11 :- Means there is a communication problem between
NetCommander and the SMS modem. Check speed of serial port and connections
are all made.

Error Code 12:- Means Error in data returned from modem, likely to be wrong
serial port speed.

Error Code 13:- Means SMS can not be sent due to network error i.e. no signal,
SIMM fault or out of credit (PAYGO).

6.6 Audible alert device (order code A642-1011)

A plug-in audible alert device can be added to an unused output port on a
NetCommander Mini-DIN connector. It takes the form of a high pitched audible
buzzer enclosed in a connector housing. Simply set the output, manually or via the
event scheduler to 5 Volts on the desired port.

Note: Higher powered audible devices can be driven from NetCommander outputs

using mains relays or suitable drive circuits.

6.7 Local temperature sensor (order code A645-1011)

A local temperature sensor is an option on the NetCommander 4 product. The plug-in
sensor uses a dedicated socket on the rear of NetCommander. The output from the
sensor is presented on input port 8 of the interface.
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7.0 Configuring a server room monitor

In Sections 6.1-2, wiring examples detailed how to connect up temperature and
relative humidity sensors and other devices, such as PIR's, that use volt free alarm
contacts. In this section we go a step further and show the typical web interface
configuration to support these devices. The example configurations will also show
how to link these inputs to e-mail, SMS mobile text, logging and the other functions
using the event scheduler.

7.1 Send an e-mail when Temperature reaches a set point

In section 6.2, the combined temperature and relative humidity sensor was wired to
SKT-1 of the mini- DIN interface. This means that the temperature and humidity
readings from the sensor will be presented on input ports 1 and 2 of the web
interface respectively.

To configure this first example, we first need to set up input ports 1 and 2 to indicate
temperature and relative humidity on the input summary page. The example will
then show how to link a temperature set point of 35 - 40 degrees to a once only
email event using the event scheduler.

1. Log into NetCommander with full access rights and navigate to the input
summary page. Input ports 1 and 2 will indicate the electrical voltage output
from the sensor.

2. Click on port 1 and set the 'Name' field to the desired name. This can be a room
name, building name or town etc. In this example it has been set to Leicester.
The 'Type' field should be set to type Temperature. The 'Value' field is unavailable
to users for inputs. Select 'Submit’ to submit the entry.

Setting Input [1) |

Name |L=_=|cn?51er

Type | Temperature - |

Value 2353 tdeg C

Submit, |

Java Applicaton Window

3. Repeat as above for port 2 except for the 'Type' field, which should be set to
'Type' humidity.

4. Input ports 1 and 2 should now indicate the temperature and relative humidity on
the input summary page.
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Hom: Event: Inputs utpuis
~—Port 1 \ 2 ort 3-
Leicester Leicester Servel
Temperature Humidity Alarm

23.53 desc 42.65  ur Alar

r—F‘ur’l 5 N\ (—Purt 6 ) (—Pm‘t I-

5. If not already done so, set up the node name, SMTP server and email message
number 1 via the 'Settings' window as required. Users who are unsure how to do
this should refer back to Chapter 4.5

6. To set up the e-mail event, navigate to the event summary window.
7. Choose an empty event and click on it

8. Enter the event name, for example Server room temp.

9. Select an <UNUSED=> cause, in this case cause 1.

10. From the Cause window select 'Value within Range' from the dropdown menu.
New selections will now appear.

11. Select Input and in the adjacent box Select port 1 'Leicester’

& Event Cause HE= E |

| Walue Within Range - |

Input Port w || 1: Leicester -

Activate within following range

30.0 To 40.0} \deg C

Submit

Java Apphication Window
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12.Under the dialogue text 'Activate within following range' Enter the required

trigger value, in this case '35 to 40'. Because of the way NetCommander handles
these values, the values may be rounded up or down to a bit value as shown

below. This is nothing to worry about. Select submit.

13. Click on effects and Select an <UNUSED=> effect. In this example effect 1 has
been selected.

14.From the ‘Event Effect’ pull down menu select Send Email number 1 and select
submit.

£ Event Effect =i E3

'Send Email v
Email Message Number | 1 - |
From Senver Room Alpha

To sysadmin@@compams.com

Subject Temperature Warning

Body Attach Image. | Attach Event Details
Automated Warning:

Your server room is starting to overheat.

Subimit

Java Apphcation \Window

15. Check the ‘Event active upon startup’ dialogue box if required.

Note: An example of when this may be necessary would be following a power cut.
The Network servers and NetCommander may boot up but plant equipment may
require a start signal. NetCommander would provide this if the event is active on
startup and the event is subsequently triggered.
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NetCommander——J/
Events I
Pt M S Tammga atare Daracthaati
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1 AMUSED> x ABISEE:
't AAMUSED i AMUSEL
= [vad acipe i W aTp T [Artum To Liss
Pk s e oy Sersce: BE LLLL AT 15 Ot 2000 Sredig licip
[1wen dpphestar e

16. Now select 'Activate' located in the top right hand corner of the event window.
After a few seconds the event will be activated, the window turning green will
indicate this.

17.Navigate back to the event summary window. Event 1 is shown as active, a
darker green box within this event indicates that “activate on power up” is also
selected.

nt 1 —Event 2
[l Server Temperature J L <l UNNAMED> j
Ir.-—E'U'EIﬂ 5 \ I,,-Eu'Ent i1 Y

When the temperature exceeds 35 degrees centigrade the email event will be trigged
and the event deactivated. The event will need to be manually re-activated for
further email alerts to be sent. The automatic reactivation of an event is dealt with
later in this section.

7.2 Setting up devices that provide Volt free contacts

NetCommander also supports any device that provides a volt free contact as an
output. This typically includes devices such as PIR's, smoke, heat and CO detectors,
but can also include alarms from HVAC units, UPS and security systems. Normally
open (closed in alarm) and normally closed (open in alarm) contacts can be accepted
through NetCommander's alarm high and alarm low functionality respectively.
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In section 6.2, the PIR sensor was wired to SKT -3 of the mini-DIN interface. The PIR
contacts are open when in an alarm state i.e. it is an alarm low device. Assume only
one of the two input ports available are being used by the device with this socket.
The PIR contacts are presented to input port 5, input port 6 remains unconnected in
this example, but could be wired to the tamper circuit as shown in the diagram,
supplied with the PIR.

To configure this example, we need to set up input port 5 to accept an alarm low
device. When in an alarm condition the port will indicate 'Alarm' and at all other
times indicate 'Okay’.

1. Log into NetComma nder with full access rights and navigate to the tab input
page. Input port 5 will indicate the electrical voltage output from the PIR, this can
be either O or 5 volts depending on the PIR alarm state.

2. Click on port 5 and set the 'Name' field to the desired name, in this case PIR 1,
but it can be a room name, building name etc. The 'Type' field should be set to

type 'Alarm Low Device'. The 'Value' field is unavailable to users for inputs. Select
'Submit' to submit the entry.

Setting Input [5) x| |

PIR 1 5

Name

Type ! Alarm Low Device "I

Value Okay

Java Applicaton Window

3. The input summary page should now show the alarm status of the PIR.
Depending on the PIR alarm state, port 5 will either indicate Okay or Alarm as

below.
.--PI:I-Ft 5 . ,-—Pl}l't 5
PIR 1 PIR 1
Alarm Low Device Alarm Low Device
Okay Alarm
|-“ll % _,.-"l

Using the same method as described in the previous configuration example, the user
can now configure an email or SMS text event to be triggered as result of an intruder
alarm.
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7.3 Log an input every 5 minutes

In this configuration example relative humidity readings from the sensor set up in
the example of section 7.1 will be logged every 5 minutes.

1. Log into NetCommander with full access rights and navigate to the Events
summary window, select an empty event by clicking on it. In this example we
shall use Event 2.

2. Select Name and enter the desired event name in this case lets call it ‘"Humidity
Log’

3. Select an <UNUSED=> cause e.g. Cause 1.
4. From the Cause window select Time -Date Occurrence from the dropdown menu.
5. From the 'Type' drop down menu select '‘Delay Passed'.

6. Select the 'Min' pull down and select 05 (5 minutes delay) and select 'Submit'.

| Event Cause [0 x| |

| Delay Occurrence -

Hour Min Sec

Java Application Window

7. Select an <UNUSED=> effect e.g. Effect 1.
8. From the Effect window select Activate Logging from the drop down menu.
9. From the Log Action dropdown menu select 'Log Single Value'

10. Select Input as the source and then select 'Port 2: Leicester' from the right hand
drop down, which also lists all the other inputs. Select 'Submit'.
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& Event Effect HEE |

| Activate Logging -
Log Action Log Single Value v
Input Port ¥ | | 2 Leicester -

Java Apphcation Window

11. Select a second <UNUSED=> effect e.g. Effect 2

12. From the Effect window select 'Activate/Deactivate Event' from the drop down

menu.

13. Select 'Activate' Event

14. Select the event number of this event i.e. '2:Humidity Log' from the right-hand

dropdown and select Submit

gEvunlEf[uct HEE

|nmm-uamamwm Event -
| Activate v |Event |2 Humidity Log -

| Submit |

Java Applicaton Window
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15. Now 'Activate’ the event.

16.Return to the event summary window by selecting 'Return to List' and observe
the event summary. Note 'Event active upon startup' has not been selected for
Event 2.

Events [npui
—Event 1 2
L 11 Server Temperature J Humidity Log j
I,-—-Even‘l 5 \ r.FEvEﬂlE. \

The relative humidity will now be logged at 5 minute intervals. When the log memory
is full (2048 entries) the logger will begin to overwrite the earlier log entries. If the
logs are required, they can be FTP'd to a server. The configuration required to do this

is discussed in the next section.

After a suitable interval, navigate to the Logs summary window and select ‘Update’.
The log entries taken at 5 minute intervals will be listed in the window.
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7.4 Output the humidity Log to an FTP server daily

In the previous example the configuration required to generate a log of the humidity
every 5 minutes was shown. In this example, an additional event will be added to
the existing configuration, to FTP the entire log every 10 hours to a specified user
account on an FTP server. If a log of the humidity is taken every 5 minutes, there
will be approximately 120 log entries in a 10-hour period. Clearly, the user can
decide to increase or reduce the sample period / FTP period as required. A maximum

of 2048 entries can be in the log at any one time before the earlier entries are over
written.

Before setting up the events for this process ensure the following steps have been
completed,

An FTP server and user account is set up and running on the network

The username, password and IP address of a user account and FTP server has
been set up via NetCommander settings.

1. Navigate to the Tab States window and click on Counter 1. Name the state
counter 'Log count' and select Submit.
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Setting Counter [2) |

Name |!_nc_1 C-_ ount |

Type Numerical

Value |1} |

Submit |

Java Applicaton Window

2. The Tab States window now shows that a state counter called Log count has been
configured. This counter will be used by NetCommander to indicate the number
of log entries in the log. Later in the configuration we will use this count to
initiate the FTP process.

3. Navigate to the Tab Events window and select Event 2 - Humidity Log. If you
didn't configure the previous example, then return to Section 7.3. You may wish
to change the settings to meet your own requirements. Deactivate the event to
edit.

4. Add an Effect (number 3) to the to the existing configuration. The extra event
increments state counter for every log entry placed in the log. Select 'Submit.’

5. Check that the new Effect has been added to the event and then select the 'Event
active upon startup' box to insure the event is always active on start up.

& Event Effect H= E |

[{:nunter IncrementDecrement - |

1: Visitor Count -

Incremernt b | Counter

ﬁECIEMEfﬁ .

Java Application Window
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6. Now reactivate the event.

NelCommander—/

Evern 7 fegea Vapmadny Log Deacivsin
Taney Efects
L Doy AP0 1 Lowg vk o gt Port L bcewten
2 <ABEEI - 2 Wecialn Dvend 74 ity Log
1 ABRSED 1 Increment Counter Foq Cownt iy 1.
L ABRISD i AL
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Firsker et moc Sanice EEEE AZARTS 15Ot 2000 St [
Pt B i s

7. Select 'Return To List' to return to the Tab Events window.

8. Navigate back to the Tab Events window and select the next unused event, in
this case Event 3. Name this event, In this case the event is called 'FTP log'.

9. Select an <UNUSED=> cause and select "Value Within Range’. Set the fields within
the Event Cause window to State and Counter 1, previously named Log count.

£ Event Cause

| Value Within Range - |

[comter ] [2:Log Count -

Activate within following range

Submit |

Java Application Window
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10. Set the Activate within range to a value of 120 i.e. the number of 5 minute logs
in a 10-hour period.

11. Next select the first 'Effects’ entry for this event and select Activate Logging.

12.From the Log Action pull down menu select 'FTP Entire Log" and then select

'Submit’

£ Event Effect

| Activate Logging - J

Log Action |’F-TFTEI'IiI'EDg . I

FTP all log entries

to the preset address

__ Submit_|

Java Applcation Window

13. In the next available 'Effects’ field, select Activate Logging.

14.But this time from the Log Action pull down menu select 'Clear Entire Log' and
then select 'Submit’.

£ Event Effect BEE I

| Activate Logging b J

Log Action [-(:Iaar Entire Log "_|

Clear all log entries

WARNING: Linrecoverable

| subme_|

Java Apphcation Window
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15. In the next available 'Effects’' field, select 'Set Port/State Value'.

16. From the top pull down menus select 'State' and 'Counter 1:Log count'. From the
'set to value of' pull down select 'Absolute’ and 0. Select 'Submit’ to submit the
details. This effect will reset the counter to zero after the event is triggered and

the log entries have been FTP'd to the server.

& Event Effect !EE

| Set Port/Counter Value |
iCuuﬂtar w | | 2: Log Count v |
Set to value of

\Absolute = |10 |

| Submit_|

Java Application Window

17. In the next available 'Effects’ field, select 'Activate/Deactivate Event'.

18. From the down menus select 'Activate' event and then select this event i.e. Event

3: FTP log. The event will be reactivated automatically after being triggered i.e.
every time the count and thus the number of log entries reach 120.
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E: Event Effect HEE |

| ActivateiDeactivate Event -

|fur:_twe v |pvent  |3:FTPLOg -

Java Apphcation Window

19. Check the 'Event active upon startup' box to insure the event is always active on
start up.

[ . (=]
NetCommander———J

2] fapia FIPLog Dactrele
ey Efecis
t Comantst .o Cound |5 graater thans o squsl b 120 L FIV Esiwe Loy
2 ABREIDE -3 Claar [l Log
L ARERET- i Sl Counter 1o Coumd b
L BRI i Actaeatn Peant 35TP Log
W Dwerd actie upon e T Farurs o |t
Frde maste node Sendce EE e AZAGES 15 0ot 2000 Settanp Vg
[harn A e i

20. Reactivate the event and select 'Return To List'
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21.Every 10 hours (120 times 5 mins) the log entries will be FTP'd to the FTP server.
The log files are preceded with 'nc' followed by the time (hour's hh, minute’'s mm
and seconds ss) and the date (day DD, month MM, and year YY). An example is
shown below.
nchhmmssDDMMYY.log
A typical log entry might look like this nc103509131003.log

Log files can be directly imported into Microsoft Excel and graphed as required.

[ nc2D00397 31002, log b - Wordad
fle [ Vew jwet Fomek lep
Dielal Sl af | mf- | &
harioson 1n0D:39 Imput Fort 12 Leicester 4I.45 ¥EN =
fR0Y 0 100539 Ieput Forc 2 Leicester 4Z.65 VREH
ik 1Dy 5039 Impur Port 2 Leyicester 4. &5 WRH
10 §5:39 Impur Pazre I LeicEater 4X.85 yRE
10:20:39 Impuat Pare 2 Leicastec 4Z.85 ARE
10:25:39 Imput Port 2 Leicester 4Z.45 RN
103 30:29 Impat Fork 1 Leicester 4Z.65 YEN
1013539 Imput Fort 2 Leioester 4I.65 YEN

1040239 Iepar Porc
i A5=39 Impar Parc
10: 5039 Teput POzt
105
11

Leicester 4Z.45 4RH
Leicesrer 4. .45 WRE
Laicestar 4E.45 vRE
Leicastec 42.83 vEN
beigester 4%.%5 YEH

PR Inpat Poct
HE L) Input Fort

B bk b B

13/ 10403 1 33 Imput Forc I Leicester 485 YEN

137580403 1 Igpur Forr 2 Leicester 4.85 WRHE

13/ 80/03 1 Igpur Pare 2 Leigsster AZ.45 4RE

137 10,/03 1 Iapar Page 32 Leiceater iF_ 4% WRE

1310400 i1 iaput Pt 2 Leicester 4 .83 YRR

1310700 H Imput PFort I Leigester 4I.85 WRH

1373070 1 Impuat Fort 2 Leloester 4¥.15 YEN

13/ 80003 1 Ispat Forc I Leicester 43.15 ¥EH

1380003 1 Iepar Page 2 Leigsscee 43.15 ARH ,:J
Fas Help, goeia F1 [ W

7.5 Automatically resetting an event when alarm condition has
passed

In the example of Section 7.1 NetCommander was configured to send an email if the
port 1 temperature exceeded a set value. Once the event was triggered, no further
email events would be sent and the event itself would be deactivated. Manual
intervention would then be required to reactivate the event. An alternative to this is
to let NetCommander reactivate the event automatically when the temperature is
restored to its normal value. The event would then be ready to send an email if the
temperature was to once again increase above the set point.

Note: All NetCommander events are by design one shot i.e. the cawses will
only trigger the effects for a particular event once. By reactivating the
event, either by itself or by using another event, multi-shot events can be
configured.

In Section 7.1 Event 1 was configured to send an email if the temperature exceeded
50 degrees centigrade. This example will build on this event by adding another
event, which will reactivate Event 1. The existing configuration for Event 1 is shown
below.
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1. Navigate to the Tab Events window and select the next available unused event.
In this example this is Event 5. If the pre-requisite configuration is not present,
then return to Section 7.1. You may wish to change the settings to meet your
own requirements. Deactivate the event to edit.

2. From the Cause window select 'Value within Range' from the dropdown menu.
New selections will now appear.

& Event Cauze

| Value Within Range - |

Imutp_nrt T - |[1: Leicester -

Activate within following range

200 To 30.0 degC

Submit

Java Apphcation Window

3. Select Input and in the adjacent box Select port 1 ‘Leicester’
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4. Under the dialogue text 'Activate within following range' Enter the normal
temperature that will re-trigger Event 1, in this case '20 To 30'. Because of the
way NetCommander handles these values, the values may be rounded up or
down as shown below. This is nothing to worry about. Select Submit.

Note: Do not overlap the original and re-trigger temperatures, as this may result in
a program loop being set up and events not working as expected.

5. Click on the first 'Effects' field and select 'Activate/Deactivate Event'.

6. From the pull down menus select 'Activate’ event and then select event '1:
Server room temp'. The will have the effect of reactivating Event 1 when the
temperature is within its normal range i.e. 20-30 degree centigrade.

% Event Effect M= E3 |

| Activatemeactivate Event v

1: Server Temperature

Activate v | Event

Submit

Java Application Window

7. In the next available 'Effects’, select 'Activate/Deactivate Event'.

8. From the pull down menus select 'Activate’ event and then select this event '4:
Reactivate temp’. The will have the effect of reactivating this event when the
temperature is within its normal range i.e. 20-30 degree centigrade. Select
'Submit’ to save the effect.
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£ Event Effect !E

| ActivateDeactivate Event - |

Activate * | Event | 5: Reactivate Temp -

Submit

Java Applcation Window

9. Check the 'Event active upon startup' dialogue box to insure the event is always
active on start up. Event 5

[ Mo o R=E
NetCommander——/
I Events I i
Evert & Famn Reaciveie Temp Daxacibaie
Lk ity
[
T g Fort 1 sicester s range 20110 239 deg © L} Actvate Evendl 1-5ena Tampershng
Z AR Fi Arswvane Evenl ARescinaie Tamp
| |
| |
1 AR | 1 ARLSEN
i ABREED | . A
e Ewiar aCtve apon stame T At ToList
it ey s Sanice: N L1 1] AN 15 Ol J08 Sallingm lieip |
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10. Reactivate the event and select 'Return To List'. A summary of the Tab events
window shows Events 1 and 5 activated and ready to go.
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Events

nt 1 nt 2
Server Temperature J Humidity Log

L ! Reactivate Temp J L Intruder Alar

~—Eventd ~, —Event 10—

7.5.1 Another event reset example

So far we have used event resets to re-activate an event that logs temperature
readings every 5 minutes and to re-activate a temperature alarm event, if and when
the temperature falls back to normal following an alarm condition. In this example,
NetCommander will continuously monitor a door contact. When opened, the door will
trigger a visual alert. If the door is then closed, the event will be re-activated and
ready to trigger further alerts should the door be opened again.

Note: All NetCommander events are by design one shot i.e. the causes will
only trigger the effects for a particular event once. By reactivating the
event, either by itself or by using another event, multi-shot events can be
configured.

1. Set up an input to monitor door contacts that provide an alarm state when the
door is opened (contacts open)

Setting Input [3]) |

Name server Room Door |
Type | Alarm Low Device TI
Value Okay

Submit |
Java Applicaton Window

2. Set up an event to alarm and send a visual alert to a host PC when the door is
opened.

3. With the door closed select 'Activate' to activate the event.
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4. Return to the events summary list and select the next available unused event,
event 11 in this example.

5. From the Cause window select 'Value within Range' from the dropdown menu.
New selections will now appear. Select Input and in the adjacent box Select port
3 'Server Room Door’

& Event Causze !E E |

[ Value Within Range - |
Input Port  w | | 3: Server Room Door -
Activate within following range
In State .f.‘.*( - |
Submit
Java Apphcation Window

6. Under the dialogue text 'Activate within following range’, select the state
'0.K".This will activate the event when the door is closed, when complete select
Submit.
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7. Click on the first 'Effects' field and select 'Activate/Deactivate Event'.

8. From the pull down menus select 'Activate’ event and then select event '10:Door
alert’. This will have the effect of reactivating Event 10 when the door is closed

& Event Effect ![E

| ActivateDeactivate Event - |

Activate v |Event | 10:Door Alert v

Subimit

Java Application Window

9. In the next available 'Effects’, select 'Activate/Deactivate Event'.

10. From the pull down menus select 'Activate' event and then select event '11: door
react'. The will have the effect of reactivating this event when the Door is closed.

Select 'Submit' to save.

& Event Effect P |

| ActivateDeactivate Event - |

Actvate  w | Event | 11:Door Reactivate v

Submit

Java Application Window
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11.Check the 'Event active upon startup' dialogue box to insure that event 11 is
always active on start up.

12. Select 'Activate’ and return to the events summary window. Events 10 and 11
will be activated and ready to go. The door monitoring configuration is now

complete.
| 5] =
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8.0 Setting up IP cameras

In this case we are selecting a camera that has been previously set-up in the

“Settings” “Nodes” Set-up as Node 2. Then sending that picture from the camera to
an on-screen alert.

ﬁEventEFfecl M= E |

| Aquire Came;-knage = I
Node Camera 2: camera -
Submit
Java Application Window

5 Event Effect I =i ES |

| Alert - |
Alert Severity | Level 2 -
Attach Image %
Subimit
Java Application Window
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The result of the door being opened is an onscreen alert with a camera snapshot.

& NctCommander Alert

NetCommander
master node
15110104 11:39:36
Event11Intruder Alarm
Severity : 1

Java Apolication Window
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9.0 Remote IP Telnet serial session

The NetCommander Telnet serial session can be used to support terminal server and
remote IP to serial access applications. A single session per NetCommander is
available. This functionality can be used whenever a remote serial device i.e. router
configuration or remote server serial debug port, needs to be connected to the LAN.

Note: To use this functionality the user must have quit from the serial system
configuration session. Unless the user has attempted to change the system
configuration, NetCommander will always default to standard serial functionality after
5 seconds following a power cycle.

1. Connect a suitable serial cable between the NetCommander serial port and the
serial port on the router or server etc. The session communication parameters
should be set as follows 9600,8,none,1.

2. Initiate a Telnet session from your local or remote host to NetCommander

2§ Telnet - 192.168.100.100 - [
LConnect  Edit Teminal Help

Red Hat Linux release 7.3 {Ualhalla)

Kernel 2.4.18-3 on an i686

login: root

Password: _

3. Enter user and password information for telnet session to serially connected
device.

4. Press 'Enter’ to get device prompt

5. When finished enter quit or exit
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10.0 Hardware Connectors

This section describes the use and the pin out of each of the connectors on the back
panel and interfaces of NetCommander.

. @..““w

COMNERE

10.1 Screw terminal interface connectors

The pinout for the 8 port screw terminal interface is shown below. Each set of screw
terminals is presented on a terminal block (TB). Terminal block numbering is towards
the front of the interface near the faceplate. Four port screw terminal variants are
not fitted with TB6, TB7 and TBS8.
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SWE 8l L ]
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Terminal Block (TB) key

TB1: IN 1-4 (Input ports 1-4)

TB2: IN 5-8 (Input ports 5-8)

TB3: OUT 1-4 (Output ports 1-4)

TB4: SWO 1-8 (Normally open (NO) contacts 1-8)
TB5: SWI 1-8 (Common for the NO contacts on TB4)
TB6: OUT 5-8 (Output ports 5-8)

TB7: IN 9-12 (Input ports 9-12)

TB8: IN 13-16 (Input ports 13-16)

TB9: +12v, +5v, GND supply

IN 1-16 — NetCommander input ports. Each input port consists of a signal and a
ground connection. The signal for ports 1-4 should be connected to terminals 1,3,5
and 7 respectively on Terminal block 1. Ports 5-8, 9-12, 13-16 can alo be found on
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terminals 1,3,5,7 on TB 2,7 and 8 respectively. The ground for each input port is on
terminals 2,4,6,8 of the respective terminal blocks.

OUT 1-8 - NetCommander Output ports. Each output port consists of a signal
output and a ground connection. The signal for output ports 1-4 should be connected
to terminals 1,3,5 and 7 respectively on Terminal block 3. Ports 5-8 can also be
found on terminals 1,3,5,7 on TB 6. The ground for each output port is on terminals
2,4,6,8 of the respective terminal blocks.

SWO 1-8 - NetCommander NO switch output ports. Each switch port consists of
a NO contact and a switch common. The switch contact output ports 1-8 should be
connected to terminals 1-8 respectively on Terminal block 4.

SWI 1-8 - NetCommander switch output common ports. The commons for
switches 1-8 should be connected to terminals 1-8 respectively on Terminal block 5.

+12 volts Equipment supply. This is intended to be used as a power source for
NetCommander's remote sensors. The supply is fused with a 750 mA re-settable
fuse. If the rails are shorted to ground the fuse will go to a high resistance state, but
will return to normal state when the short circuit is removed.

+5 volts Loop supply voltage. This is intended to be used as a loop signal, which
is switched by volt free alarm contacts on a remote sensor back to an input on
NetCommander. It should not be used to power any remote sensing devices. A 750
mA re-settable fuse protects the loop supply. If the rails are shorted to ground the
fuse will go to a high resistance state, but will return to normal state when the short
circuit is removed.

GND — O volts. This is the return for the loop and supply voltages

10.2 NetCommander 4 Screw terminal interface connectors
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Terminal Block (TB) key

TB3: IN 1-8 (Input ports 1-8)
TB4: AGND and OUT 1-4 (Analogue Ground (AGND) and Output ports 1-4)
TB5: +12v, +5v and digital ground

10.3 9-Pin Mini DIN interface connector

The 9-pin mini-DIN socket used in the 4 and 8 port mini-DIN interfaces is shown
below. The view of the socket pinout is that observed when looking at the back of
NetCommander with the interface fitted. The 4 port variant is not fitted with socket

(SKT) 5-8.
Mini-DIN Cable colour Function
Pin 1 Pink 15t Analogue Input port (0-5 V)
Pin 2 White 2" Analogue Input port (0-5 V)
Pin 3 Brown + 5V Signalling voltage
Pin 4 Yellow Switch (volt free normally open
contact)
Pin 5 Green Switch common
Pin 6 Red +12V Supply voltage
Pin 7 Blue Analogue ground
Pin 8 Black Analogue output 0-5 V
Pin 9 Gray Shield
Notes.

See screw terminal interface connector section for full description of 1/0.
Inputs are between pins 1 or 2 and pin 7.

Output is between pins 8 and 7.

+5 and +12 are between 3 or 6 respectively and pin 9.
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10.4 Configuration/Serial - RS-232 DB-9 connector

The view of the socket pinout is that observed when looking at the back of
NetCommander.

1 =

Q00
Q00

= =

The Serial interface is a 3-wire interface, (Transmit, Receive and Ground). Pin out is
as follows.

Pin 1: - DCD Looped to Pin 4
Pin 2: - RXD (1/P)

Pin 3: - TXD (O/P)

Pin 4: - DTR Looped to pin 1
Pin 5: - Ground

Pin 6: - NC

Pin 7: - RTS Looped to Pin 8
Pin 8: - CTS Looped to Pin 7
Pin 9: - NC

Shield: -Ground

10.5 Ethernet - Standard RJ45 10BaseT connector

The view of the socket pinout is that observed when looking at the back of
NetCommander.

1 &

The Ethernet port is presented as an RJ45 interface with the following standard pin
out.

Pin 1: - Transmit pair
Pin 2: - Transmit pair
Pin 3: - Receive pair

Pin 4: - Not connected
Pin 5: - not connected
Pin 6: - Receive pair

Pin 7: - Not connected

Pin 8:- Not connected
Shield: - Ground
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10.6 Wireless LAN connector - Standard RJ45 10BaseT
connector

The view of the socket pinout is that observed when looking at the back of
NetCommander.

1 &

The Ethernet port is presented as an RJ45 interface with the following standard pin
out.

Pin 1: - Transmit pair
Pin 2: - Transmit pair
Pin 3: - Receive pair

Pin 4: - Not connected
Pin 5: - not connected
Pin 6: - Receive pair

Pin 7: - Not connected

Pin 8:- Not connected
Shield: - Ground

10.7 Structured wiring connector - RJ45 connector

The view of the socket pinout is that observed when looking at the back of
NetCommander.

1 &

The structured wiring port is presented as an RJ45 interface with the following pin
outs for inputs, outputs and switches. The top row of 8 ports are configured as

inputs, whilst the bottom row are switches (4 ports) and outputs (4 port)

Inputs
Pin 1: - IN1+
Pin 2: - IN 1-

Pin 3: - AGND
Pin 4: - AGND

Pin 5: - +5v
Pin 6: - AGND
Pin 7: -

Pin 8:-

Shield: - Ground
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Switches

Pin 1: - SWO01
Pin 2: - SWI1
Pin 3: - SW02
Pin 4: - SWI2
Pin 5: - +5v
Pin 6: - AGND

Pin 7: - AGND
Pin 8:- AGND
Shield: - Ground

Outputs

Pin 1: - OUT1
Pin 2: - AGND
Pin 3: - AGND
Pin 4: - AGND
Pin 5: - +5v

Pin 6: - AGND
Pin 7: - AGND
Pin 8:- AGND
Shield: - Ground
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11.0 Fault finding

The following table can be used to fault find the most common NetCommander
equipment faults. If a fault persists and cannot be rectified by any of the following

actions contact your support organisation.

Symptom

Check points

Ethernet link light not illuminated

No power
Defective cable
Wrong cable type (straight/crossover)

Ethernet activity light not flashing

No network activity or network
connection

Web page not loading

Check serial configuration and then
try to ping the PC from serial
connection

Check network connection

Check URL correct

Check browser supported

Check proxy/firewall not blocking web
access on port 80

Temperature, Humidity, Alarm Low and
Alarm High devices not available as an
input or output type

Defaults have not been restored on

start up. Run serial utility and enter
'CLEAR' followed by 'INIT' to restore
default settings.

Conversion not assigned to that 1/0
type

Serial utility fails to connect

Press enter a few times within 5
seconds

Re-run terminal / Hyperterm utility
Check serial parameters on PC
Check you have correct serial cable
(X800-1012)

Output port not functioning

Set output to 5 volt and check the
output voltage with a multimeter

Input port not functioning

Loopback 5v line on interface and
check input value (5 volts)

Events not triggering

Check event is active
Event not configured correctly

Manually configured Time incorrect

Power loss has occurred - re-enter
time and date

NTP Time incorrect

Ping NTP server from NetCommander
serial session
Check time server
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Check default gateway

FTP not working

Ping FTP server from NetCommander
serial session

Check FTP server IP address

Check default gateway correct
Check FTP server username and
password

Email not working

Check SMTP server IP address correct
Check default gateway correct

Check SMTP server allows
NetCommander (From address) as an
email client

SMS not working

Check that Email is functioning
correctly - see above
Check email to SMS service provider

No +12 v supply to external sensors

Self-rectifying fuses seeing fault/short
on 12v supply. Remove all
connections and check with multi-
meter.

Check interface common connected

No +5 v loop supply to external sensors

Self-rectifying fuses seeing fault/short
on 12v supply. Remove all
connections and check with multi-
meter.

Check interface common connected

No Inputs, Outputs or Switches shown on
Web interface

Check interface fitted
Check interface located correctly

GSM modem error codes
Error code 11

Means there is a communication
problem between NetCommander and
the SMS modem. Check speed of
serial port and connections are all
made.

GSM modem error codes
Error code 12

Means Error in data returned from
modem, likely to be wrong serial port
speed.

GSM modem error codes
Error code 13

Means SMS can not be sent due to
network error i.e. no signal, SIMM
fault or out of credit (PAYGO).
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12.0 Technical specification

Micro-controller
Compact Micro-controller with 512k flash 512k SRAM.

Web

Built in web server and SMTP email client. NetCommander is accessed via a Web
interface utilising served Java applets allowing real time update and control of status
and 1/0.

Browser support

Netscape Navigator 7.x + (RH Linux 9.0 with Netscape 7.1)
Microsoft Internet Explorer 6.x +

Mozilla 1.2.1 + (Red Hat Linux 9.0 + Java VM 1.4.2)
Mozilla FireFox V1.0 +

Java support
Microsoft VM / SUN Java VM Plug-in Version 1.42 or 1.5.02+

1/0 interfaces

10Base-T Ethernet

RS-232 and RS-485 Serial communications,
4/8/16 Analogue inputs 0-5v

2/4/8 Analogue outputs 0-5v

0/8 Switch outputs 200mA max

Power requirements
12v @ 1000mA provided by mains AC adapter

Standards
CE Marked

Enclosures
NetCommander 8/16 160mm x 100mm x 55mm (Metal)
Netcommander 4 170mm x 80mm x 30mm (Plastic)
Enclosure to IP65 available

Weight
7009 approx.

Maximum environmental conditions
Temperature O to +40 Degrees Centigrade
Relative humidity 20%-80% non-condensing

A/D inputs

There are 4-8-16 Analogue inputs which can be read from the CPU. Max Volts input
to any Analogue input = 0-5V. The inputs are configured as Uni-polar inputs.

D/A Outputs
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There are 2-4-8 Analogue outputs that can be written to by the CPU. Max Voltage
output from any Analogue output is O - 5V. The outputs are configured as Uni-polar
outputs.

Analogue switch 170

There are 0-8 SPST (Single Pole Single Throw) switches. The contacts have a
resistance of 1250hms typical and an absolute max, continuous current input to any
switch input of 20mA @ 7 Volts

Supply voltage

This unit is designed to use a mains adapter that supplies a regulated 12 Volts @ 1
Amp to the DC Input of NetCommander. NetCommander takes approximately 200mA
at +5Volts.

12 Volt DC Supply (for sensors and devices)
The DC output is a direct connection to the 12 v DC Input of NetCommander.
Available power for this purpose is 750mA max.

5 Volt DC Loop voltage (for extension purposes)

A direct connection to the +5 Volt rail of the unit can be used to supply a loop
voltage for sensors and devices providing volt free alarm contacts. Max Output
available is 750 mA

WARNING: The +12 V and +5 V supply and loop outputs are protected from
short circuits using PTC re-settable fuses.
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Appendix | Sensor conversion / calibration

A range of default sensors come ready supported by the NetCommander conversion
utility. The conversion utility provides a means of scaling the input and output
voltages of the default sensors and alarm high / low devices to the correct units.
Under normal circumstances the calibration of these sensors will not need to be
changed. To support other sensors, an 'Unused’ type has been included, which allows
the user to define and calibrate an additional sensor type e.g. a pressure sensor.

To view the conversions information, click on the ‘settings’ dialogue button in the
bottom right hand corner of the welcome page. NetCommander will serve the
'Settings' configuration page in a new window.

Default sensor types

The current default sensors supported by NetCommander include temperature,
humidity, alarm low and alarm high devices. The conversions for these devices are
pre-configured as part of the system defaults. Select the 'Type' pull down menu in
conversions to view the available conversion types.

E Sl bl
[ Moues DateMime || Password || Uporage | | moses || patetwne || Passwors || upgrase |
Commrsions SErvers Ermail sMs5 | Comersions || Servers || Email | sM5 |
SerialPart | | Serial Control || SHMP "~ Serial Part
Harnee Temperalun Harme !"U-l'll Lo Digricd |
: = =)
Device Type Analogue | Denice Typia | igital (Atarm Low) - |
Applies ... Inpart Prars only - ! Applies o,
Uit dap & i Units
Low Higgh Low Huggh
Voltage ] i o | Voltage 5.0
L o
S aled 0.0 [100.0 | Scaled
! Sutmit | Subienit !
Jera Apphication Window Jarva Apphoation Window

These device conversions are available when selecting the input 'Type' for a specific
input from the main input summary window.

MName IEE‘:'-.-‘?I
Type |Tempera=.ure 'l

Elecirical

Yalue
Hurmidity
Alarm Low Device
Alarm High Device
Java Applet Window
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User defined sensor type

The function also provides an 'UNUSED' type, this can be user defined and scaled to
support almost any type of sensor that provides a signal output £5v.

1. From the 'Type' pull down menu select ‘Unused’ and rename with the type of
sensor to be added. In this example a pressure sensor has been added

& Setlings M= E |
[ Modes || Datefime || Password | i Lipgrade
[ conversions || Servers ||  Emal || sms
| serialport |
Type 6 <UNUSED> b
Maime Prassura
Device Type Analogue -
Applies t0... |t a0 Outpest Pors ]
Umnits pal

Low High
Voltape 0.0 I?-’.‘-
Sealed 0.0 !ﬁl.'l 0

i Subimit

Java Applcation 'Window

2. In the 'Name' dialogue box enter the name of this conversion. By default this will
be the same as the 'Type' field. Change if necessary.

3. From the 'Device Type' pull down menu, select 'Analogue’ if the sensor provides
an analogue output or device high / low if the sensor provides a volt free contact.
In this case the pressure sensor provides an analogue output.

4. In the 'Applies to' pull down menu select what ports the conversion will be
available to.

5. In the 'Units' dialogue box enter the pressure or measurement units i.e. Psi, kPa

6. In the 'Voltage' Low/High fields enter the lowest to highest scale output voltage
of the pressure sensor for the pressure range.

7. In the 'Scaled' Low/High fields enter the low/high pressure range relating to the
sensor output voltages entered previously. In this case a sensor voltage of 0 - 3
volts relates to a pressure range of O - 50 Psi.

8. Select 'Submit’ to submit the changes to the conversion function.
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9. The conversion type will now be made available as a conversion to the port types
defined in the 'Applied to’ field of the conversion utility.

& Settings
[ noges || Dateime || Password || Upgrade
[ serialPort || Serial Control SHMP

Configuration

Comgersion Change Confirmed

Java Appication Window

10. Close the window.

92

Cuberoot Itd. Part No. D602-001-002. NetCommander Copyrighta 2005



NetCommander User Manual Version 2.0

Appendix Il Temperature sensors

OEM temperature and relative humidity sensors

The OEM temperature and relative humidity (RH) sensors supported by
NetCommander can be supplied in a temperature only, relative humidity only, or a
combined temperature and relative humidity package. The devices do not require
any external calibration and have typical accuracy's of +1/4°C / £+3% RH at room
temperature and +3/4°C / + 5% RH over the full -10 to +70°C temperature range (O-
50°C over 0 -100% RH for RH sensor). NetCommander comes pre -configured with
the correct scaling functions to accept the devices with very little extra configuration.

The OEM combined temperature and RH sensor

The temperature sensors can be supplied with mini- DIN leads that connect into the
NetCommander interface.
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OEM sensor technical specification

Parameter Temperature Relative Humidity

Operating range 0-50°C (standard) 10-90% RH standard
-10 to +70°C (wide range) | 0-100% RH wide range

Output signals 4-20mA or 10mV/ °C configurable or % RH

Power supply 9vd.c. - 30vd.c. £10%

Accuracy

Output 12Va.c. - 24Va.c. -10%, +15%

Humidity Standard

+/-3% @ 25°C,+/-6%
from 0-50°C over range
10-90%

Wide range
+/3%@25°C,+/-5% from
0-50°C over the range O-

100% RH

Temperature Standard

+/-0-4°C @25°C

+/-1-2°C from 0-50°C

Wide range

+/-0-2°C @25°C

+/-0-7°C from-10 70°C
Time constant 300 seconds 60 seconds
(in still air)
Dimensions H80mm W125mm D29mm

CubeRoot temperature sensors

The CubeRoot temperature sensor utilises a precision semi-conductor temperature
sensor mounted in a standard mains patress and coverplate. The device does not
require any external calibration and has a typical accuracy of +1/4 °C at room
temperature and +3/4 °C over the full -55 to +150 °C temperature range.

CubeRoot temperature sensor technical specification

Parameter Standard Wide range
Temperature range 0 to+100°C -40 to +110°C
Accuracy @ 25°C +0-9°C (typical) +0-4°C (typical)
Operating Voltage +30V to +4V

Max. Voltage +35V -0-2V

Quiescent current @ 5V 91mA (typical)
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Appendix 111 Help quick reference

To be added
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